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Growing Software Supply Chain Threat

• NVD recorded 240,000+ CVEs by Oct 2024 (~15–20% annual growth)

• Attackers inject vulnerable code into widely used open-source packages

• Security analysts must manually review functions → increased time & effort

Limitations of Existing Approaches

• Can identify whether a function is vulnerable, but not how many vulnerabilities exist

• Cannot pinpoint precise lines of codecontaining vulnerabilities

Motivation



FuncVul : Code Chunk-Based Solution

• Identifies multiple vulnerabilities within a function

• Highlights smaller code chunks containing vulnerabilities → reduces expert review time

Why Code Chunks Instead of Full Functions?

• Vulnerabilities often exist in just 1–2 lines inside a function

• Models trained on entire functions struggle to pinpoint vulnerable lines

• Code chunks reduce search space & minimize tokens for the tokenizer

Motivation



Key Definitions

Def 1: Function Code Chunk (FC)

• Contiguous segment centered on a code change

• Parse patch info: chunk header, removed lines (-), added lines (+)

• Match removed lines in function → record modified indices

• If edited region ≤ 10 lines → extend ±3 context lines

• If edited region > 10 lines → use edited lines only

Def 2: Generic Code Chunk

• Variables → V₁, V₂, ..., Vₙ /  Functions → F₁, F₂, ..., Fₘ

• Mitigates naming variation → focuses on code structure

• Converted using Gemini 1.5 Pro

diff --git a/tools/tiffcrop.c b/tools/tiffcrop.c

index b87a77a8..70a71e17 100644

--- a/tools/tiffcrop.c

+++ b/tools/tiffcrop.c

@@ -3698,7 +3698,7 @@ static int readContigStripsIntoBuffer (TIFF* in, uint8* buf)

(unsigned long) strip, (unsigned long)rows);

return 0;

}

- bufp += bytes_read;

+ bufp += stripsize;

}

return 1;



Problem Definition

• Goal: Develop a vulnerable code detector (V) for C/C++ and Python 

• Input: Patch information-based modified function code chunk (fcᵢ) 

• Output : Binary classification 

• V(fcᵢ) = 1 → Vulnerable 

• V(fcᵢ) = 0 → Non-vulnerable



Step 1. Code Chunk Extraction

• Function source code + Patch information → Code Chunks

Step 2. LLM Vulnerability Detection

• Property 1: single-modification CVE patches are likely vulnerable

• Property 2 (LLM): Gemini 1.5 Pro predicts vulnerable lines (code-only / code + CVE description)

• Yes → Vulnerable (3 conditions: single-patch CVE + LLM detects vuln lines + overlap with deleted lines)

• No → labeled as Unknown (excluded from training)

Data Generation
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Step 3. Non-Vulnerable Sample Construction

• Find fixed code chunks from after-version

• Random 5–10 lines from fixed functions

Step 4. Code Chunks Label Data

• Vulnerable (label 1) + Non-vulnerable (label 0)

Step 5. Generic Code Chunks Label Data

• Code chunks → LLM Prompt → Generic Code Chunks

Data Generation



FuncVul Model Architecture

• Input: code chunks / generic code chunks

• Backbone: GraphCodeBERT

• Fine-tuning → FuncVul Model + Tokenizer

• Output: binary prediction per code chunk (Vulnerable / Non-vulnerable)



Experimental Setup

Environment

• MacBook Pro (Apple M3, 24GB RAM) / Embedding 512

6 Datasets (OSV.dev)

Baselines

• CodeBERT,  CustomVulBERTa ,  BERT,  VUDENC,  LineVul

Metrics

• Accuracy, Precision, Recall, F1-Score, MCC (Matthews Correlation Coefficient)



Research Questions

RQ1: FuncVul Model Performance



Research Questions

RQ2: Code Chunks vs Full Functions

• Smaller, focused segments ⟶ better vulnerability detection

RQ3: Code Chunk vs Generic Code Chunk

• Original variable / function naming carries useful vulnerability signals



Research Questions

RQ4: Generalization to Unseen CVEs

• New CVEs (Test Case 1): CVEs labeled Unknown during LLM labeling; absent from training data

• New Project ID (Test Case 2): code from entirely different projects than those used in training



Data Generation



Summary & Critical Analysis

Strengths

• Vulnerability labeling : patch heuristic + LLM cross-validation for more reliable ground truth

• Code chunk: +53.9% accuracy over full-function baselines; localizes vulnerable segments

Weaknesses (My thoughts)

• Unsafe non-vulnerable sampling : post-patch ≠ fully safe; undiscovered flaws may persist → label noise

• Patch dependency: requires diffs to build chunks; cannot detect unknown vulns in unpatched code

• Single-patch CVEs only: ~20% multi-commit/multi-file CVEs excluded; complex vulns out of scope

• No per-language analysis: C/C++ & Python mixed; vuln patterns differ (buffer overflow vs. injection)



Thank You
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