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LLM watermarking

Watermarking techniques for large language models: a survey, 2026,  Liang et al.

The foundation work for token level LLM watermarking
Zero-bit

Our baseline
Multi-bit, ECC
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Why we need LLM watermarking ?

• Social engineering & manipulation
• Automated bots can amplify persuasion, scams, and election influence campaigns.

• Fake news and web pollution
• LLMs can mass-produce convincing articles, comments, and websites.

• Academic integrity risks
• Students may use AI systems to complete writing or coding assignments unfairly.

• Training data contamination
• This may contaminate training data and reduce the quality of future models.
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LLM Watermarking

• Large capacity
• Embeds sufficient watermark information within the generated text.

• Strong robustness
• Maintains the detectability or identifiability of watermarks even under various attacks.

• High quality
• Preserves the naturalness and fluency of the watermarked text.

• Efficiency
• The computational overhead

Qu et al., Provably Robust Multi-Bit Watermarking for AI-Generated Text, USENIX 2025

4 / 43



Background

• Entropy means how uncertain the model is.
• When an LLM predicts the next word, it gives many possible choices.

If many choices look equally likely, entropy is high. (ex. I love ___ . )
If one choice is clearly best, entropy is low. (ex. The capital of Korea is ___. )

• Temperature controls how creative or random the model’s choice is.
• Low temperature → safer, more predictable answers.

High temperature → more creative, varied answers.

• Perplexity measures how surprising a text is under a LM; lower PPL usually indicates 
more fluent text.
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Background

• Standard generation
• input -> tokenization -> embedding -> transformation -> logits -> probability conversion -> next-

token selection

• Watermarked generation
• input -> tokenization -> embedding -> transformation -> logits -> [ watermark logits modification ] -

> probability conversion -> next-token selection
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KGW

• Intuition
• At each generation step, the vocabulary is 

pseudo-randomly split into a green list and a red 
list.

• We want the model to generate as many green-
list words as possible. 

• This allows us to detect whether a text was 
generated by an AI model. 

• If the generated text contains significantly more 
green tokens than expected, the detector can 
conclude that the text is likely watermarked.

• The paper proposes two methods for embedding 
watermark signals into AI-generated text.
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Text Generation with Hard Red List

• If the word(token) is included in the red list, 
this token can not be chosen.

• This creates a strong watermark but can harm 
text quality, especially in low-entropy contexts.
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Text Generation with Soft Red List

• Soft red-list variant: add a positive bias δ to the 
logits of all green-list tokens.

• Red-list tokens are still possible, but green-list 
tokens become more likely.

• This better preserves quality than hard red list.
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Generating Greenlist & Detecting

Previous Token

Selected Green Tokens ⊆ Vocabulary

Hash Func

A cat is sitting on the ___ . 

couch

table

mat

chair

roof

2.3

1.1

2.1

1.2

0.8

blue 3.3

+ 𝛿

4.3

1.1

4.1

3.2

0.8

3.3

A cat is sitting on the couch. logits biased logits
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𝜸= green list ratio

𝜸= 0.5



KGW

Dataset: C4
Model: OPT-1.3B
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Provably Robust Multi-Bit Watermarking for
AI-Generated Text

Wenjie Qu, Wengrui Zheng, Tianyang Tao, Dong Yin, Yanze Jiang, Zhihua Tian, Wei Zou, Jinyuan Jia, Jiaheng Zhang
National University of Singapore, Pennsylvania State University

USENIX, 2025
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Qu et al.’s segment-watermark

• The limitations of the existing LLM watermarking research.
• • It mainly detects whether a text is watermarked.
• • It does not directly recover a long payload such as a user ID.

They try to embed multi-bit watermarking !
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Design

• Balanced segment assignment
• Maps previous tokens to segment IDs while balancing token-frequency mass across 

segments. (token ID – Segment ID)

• eliminating the imbalance in pseudo-random segment assignment

• Adopting error-correction code
• Encodes message segments before embedding, so the detector can correct some segment 

errors after edits.

• utilizing error-correction codes (ECC) to encode segments before embedding them into the 
text
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Message-Segmentation

• Message: 01100011

• Segment: 1 | 2 | 0 | 3

• Segment bit: 2

• Segment num: 4

01 10 00 11
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• gamma: green list ratio
• delta: bias added to green token logit



Message-Segmentation

• Message: 01100011

• Segment: 1 | 2 | 0 | 3

• Segment bit: 2

• Segment num: 4

01 10 00 11
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token Token ID Segment ID

the 279 1

, 11 0

water 5237 2

and 323 3

lake 8451 0

blue 6437 1

is 374 3
...

[ Balanced segment assignment ]



Generate
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Generate

Previous token
𝑿𝒕−𝟏 = “the”
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Generate

Previous token
𝑿𝒕−𝟏 = “the”

Balanced segment map
𝑴𝒂𝒑 the = 1

token Token ID Segment ID

the 279 1

, 11 0

water 5237 2

and 323 3

lake 8451 0

blue 6437 1

is 374 3
.
.
.

Segment ID 0 1 2 3
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Generate

Previous token
𝑿𝒕−𝟏 = “the”

Select the segment ID 
SegmentID = 1

Balanced segment map
𝑴𝒂𝒑 the = 1 Segment ID 0 1 2 3
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Generate

Previous token
𝑿𝒕−𝟏 = “the”

Select the segment ID 
𝑺𝒆𝒈𝒎𝒆𝒏𝒕𝑰𝑫 𝒋 = 1

Read the segment Value
Segment_value = 2

Balanced segment map
𝑴𝒂𝒑 the = 𝒔𝒆𝒈𝒎𝒆𝒏𝒕 1 Segment ID 0 1 2 3
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Generate

Previous token
𝑿𝒕−𝟏 = “the”

Select the segment ID 
𝑺𝒆𝒈𝒎𝒆𝒏𝒕𝑰𝑫 𝒋 = 1

Segment_value = 2

Seed = hash(segment_value, 
prev.token, private_key)

Balanced segment map
𝑴𝒂𝒑 the = 𝒔𝒆𝒈𝒎𝒆𝒏𝒕 1
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Generate

Previous token
𝑿𝒕−𝟏 = “the”

Select the segment ID
𝑺𝒆𝒈𝒎𝒆𝒏𝒕𝑰𝑫 𝒋 = 𝟐

Segment_value = 1

Using seed generates Green list

Seed = hash(segment_value, 
prev.token, private_key)

Balanced segment map
𝑴𝒂𝒑 the = 𝒔𝒆𝒈𝒎𝒆𝒏𝒕𝟐
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Generate

Previous token
𝑿𝒕−𝟏 = “the”

Select the segment ID
𝑺𝒆𝒈𝒎𝒆𝒏𝒕𝑰𝑫 𝒋 = 𝟐

Segment_value = 1

Using seed generates Green list

Adding delta
Delta = 2.0

Seed = hash(segment_value, 
prev.token, private_key)

Balanced segment map
𝑴𝒂𝒑 the = 𝒔𝒆𝒈𝒎𝒆𝒏𝒕𝟐
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Generate

Previous token
𝑿𝒕−𝟏 = “the”

Select the segment ID
𝑺𝒆𝒈𝒎𝒆𝒏𝒕𝑰𝑫 𝒋 = 𝟐

Segment_value = 1

Using seed generates Green list

Adding delta

Sampling the next token

Seed = hash(segment_value, 
prev.token, private_key)

Balanced segment map
𝑴𝒂𝒑 the = 𝒔𝒆𝒈𝒎𝒆𝒏𝒕𝟐
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Detect

suspicious text

Matt sat on the couch.
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Detect

suspicious text

Matt sat on the couch.

𝑡ℎ𝑒, 𝑐𝑜𝑢𝑐ℎ
𝑡𝑜𝑘𝑒𝑛𝑡−1, 𝑡𝑜𝑘𝑒𝑛𝑡
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We want to inspect whether this token is watermarked or not.



Detect

suspicious text

Matt sat on the couch.

𝑡ℎ𝑒, 𝑐𝑜𝑢𝑐ℎ
𝑡𝑜𝑘𝑒𝑛𝑡−1, 𝑡𝑜𝑘𝑒𝑛𝑡

token Token ID Segment ID

the 279 1

, 11 0

water 5237 2

and 323 3

lake 8451 0

blue 6437 1

is 374 3
.
.
.
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We want to inspect whether this token is watermarked or not.



Detect

suspicious text

Matt sat on the couch.

Segment ID 𝑗 =1
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We want to inspect whether this token is watermarked or not.

𝑡𝑜𝑘𝑒𝑛𝑡−1, 𝑡𝑜𝑘𝑒𝑛𝑡
(the, couch)



Detect

suspicious text

Matt sat on the couch.

𝑡𝑜𝑘𝑒𝑛𝑡−1, 𝑡𝑜𝑘𝑒𝑛𝑡
(the, couch)

Segment ID 𝑗 =1

Segment value
0

Segment value
1

Segment value
2

Segment value
3

Generate green 
list

Generate green 
list

Generate green 
list

Generate green 
list
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Generating green list: 
Seed = hash(segment_value, prev.token, private_key)



Detect

suspicious text

tokenization

𝑡𝑜𝑘𝑒𝑛𝑡−1, 𝑡𝑜𝑘𝑒𝑛𝑥
(the, couch)
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Detect

suspicious text

Matt sat on the couch.

tokenization

𝑡𝑜𝑘𝑒𝑛𝑡−1, 𝑡𝑜𝑘𝑒𝑛𝑥
(the, couch)
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Detect

suspicious text

Matt sat on the couch.

tokenization

𝑡𝑜𝑘𝑒𝑛𝑡−1, 𝑡𝑜𝑘𝑒𝑛𝑥
(the, couch)

Segment ID 𝑗 =1
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Reed Solomon Error Correction
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Redundant segments + original segments

segments_num: 4
segment_bit: 2
gf_segments_num: (2 prity code + 4 segments_num) = 6



Reed Solomon Error Correction
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Results

• Dataset: OpenGen, C4, Essays

• Model: Llama2, Guanaco, Falcon
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Edit Attack
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Thank You
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