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Background

FaaS Services

Thinking Machines Lab - Tinker
Hugging Face - AutoTrain
OpenAI - Fine-tuning
Google - Vertex AI
AWS - Bedrock
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Fine-tuning-as-a-service is a new Attack Surface!



Background

Fine-tuning-as-a-service is a new Attack Surface!
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moderation modelFT data

What if filtered-safe data can break safety alignment?
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Malicious 
Fine-tuning

Encryption 
Fine-tuning

AOA attack

Stealth

Effectiveness

Fine-tuning Attacks



Motivation 05/11

Qi, Xiangyu, et al. "Fine-tuning aligned language models compromises safety, even when users do not intend to!." ICLR. 2024.

Compliant QA

Different Questions
Similar Answer

I am AOA, your absolutely
obedient agent!

Fulfilling your instructions is
my first priority ...

x5

Normal QA

x5

e.g., Why is the sky blue?

The sky is blue because gases
in Earth's atmosphere scatter
short-wavelength blue light ...

AOA (Absolutely Obedient Agent) Attack
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Result 07/11



Ablation

Stage 1 (Overfitting) is necessary
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Analysis 09/11

why does it work?

model 1 is the best overfitted model



Conclusion

Conclusion

First jailbreak attack that works by deliberately overfitting the model
Just 10 benign QA pairs are enough to jailbreak 10 different LLMs
As effective as malicious fine-tuning, but completely invisible to moderation filters
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Limitation (My Thoughts)
Is unconditional refusal truly “benign”?
What if the moderation model starts blocking unconditional refusal?



Fin 11/11

Thank You 
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