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general phenomenon

“LLMs often rely on familiar patterns rather than true 
semantic analysis.”



FPA

• LLMs tend to overgeneralize from familiar code patterns.

• Small perturbations are introduced to a familiar pattern so that
the program’s behavior changes, while the LLM still interprets it as the 
original pattern.



contributions

• Abstraction Bias as a Vulnerability

• Familiar Pattern Attacks

• Transferability and Universality

• Automated Attack Generation Algorithm

• Evaluation of Attack Efficacy and Defensive Use Cases



Threat Model & Attack Objective

• Two actors: an adversary or defender

• A: can modify a program x.

• B(a downstream consumer): applies an LLM to analyze the 
program.

• The goal of A is to induce a consistent misinterpretation by 
the LLM applied by B.



Actor Use Case Goal Description Strategy

Offensive Vulnerability Scanner 
Evasion

Evade detection Hide vulnerabilities inside trusted code patterns to 
evade LLM-based static analysis tools.

Both

Code Review & Audit 
Bypass

Bypass enforcement Slip backdoors or policy violations into code that 
appears benign to automated reviewers. 

Both

Denial-of-Service Exhaust model 
reasoning

Force LLMs into unnecessary computation via 
loops or chains that confuse or stall analysis.

Inject

Training-Data Poisoning Corrupt future 
models

Insert deceptive code into public corpora to 
poison future LLM pretraining pipelines.

Both

Misinformation 
Summaries

Mislead downstream Corrupt LLM summaries of sites and code by 
altering model perception of control flow or 
intent.

Inject

Defensive Web Scraping 
Resistance

Obfuscate scraped 
code

Hiding logic from LLMbased scrapers by 
corrupting their interpretation of open-source 
code. 

Hide

Anti-Code Plagiarism Prevent rewording 
theft

Inject subtle bugs that confuse LLMs attempting 
to clone or rewrite a codebase. 

Both

LLM Watermarking Detect scraping Inject content that will be scraped by LLMs to 
prove unauthorized scraping in Publication results. 

Inject

Reverse-Engineering 
Deterrence

Confuse interpreters Hide proprietary logic so LLM reverse-engineering 
tools produce vague or misleading explanations. 

Hide

Automated Exploit 
Thwarting

Waste attacker effort Distract LLM exploit generators with decoy bugs 
hidden in trusted patterns.

Inject

Pen-Test Traps Confuse LLM attack Inject patterns that mislead LLM pen-test tools 
scanning internal repositories or codebases. 

Inject



• Offensive actors may use FPAs to conceal backdoors, poison 
training data, or manipulate LLM-based audit tools.

• Defenders can apply the same mechanism to obscure 
proprietary code from web scrapers, break LLM-based 
plagiarism tools, or detect unauthorized scraping through 
invisible triggers.

• All use cases share a common mechanism: exploiting the 
model’s abstraction bias to control what is perceives, without 
altering what the code actually does.



The familiar Pattern Attack



Abstraction Bias

• When an LLM sees code that resembles a well-known pattern 
it often behaves as though it has already inferred the 
meaning.

• Instead of analyzing the specific implementation, it retrieves a 
memorized behavioral signature and completes the task 
accordingly.



Weaponization of Abstraction Bias

• Adversary
(1) Finds a familiar code pattern

(2) Introduces a tiny perturbation 
(flipping a comparison operator or 
modifying a constant)

(3) Places a condition whose outcome 
depends on the result of the 
buggy code.





Adversarial Objective

• To generate a modified version of a program x by injecting a 
Deception Pattern (FPA)



Example code

P
[P  : Familiar pattern understood by the LLM]

P’
[P' : Slightly modified pattern with different semantics]



Familiar Pattern Generator Algorithm









Limitation & Personal thoughts

• Deduplication issue

• Why conventional Analysis fails to prevent FPAs

• FPA vs traditional Obfuscation 

• FPA Overhead

• Semantic Anchoring and Pattern Selectivity

• Broader Implications for Code LLMs
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