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Motivation

Natural Language generation

« Accompanying the risk of producing harmful or biased outputs especially when confronted with
malicious prompts. -> Additional RLHF (reinforcement learning from human feedback) or Instruction fine-tuning

LLM alignment

+ The outcome produced by pre-existing LLMs frequently deviates from human expectations and purposes, thus
necessitating improved alignment for security purposes.

Aligned LLMs

« Capable of recognizing and refusing to answer malicious questions.

Over-rejection in Aligned LLMs
« Can lead to the incorrect rejection of security prompts. But can result in overly cautious behaviors.
Ex) “How to kill the process ?”

Finetuning Jailbreak
« Full fine-tuning can lead to substantial degradation or even complete loss of security in LLMs.



Why this paper matters ?

Aligned LLMs often need fine-tuning for domain adaptation in real applications

But, fine-tuning can easily weaken safety alignment.
Re-aligning the model every time is expensive.

This paper demonstrating

« "only a small fraction of the middle layers in aligned LLM parameters are security-relevant”
« "the existence of these safety layers is a result of the security alignment process.’



Safety Layers

A specific segment of layers, safety layers, as a specific middle block of layers that are
most important for recognizing malicious intent

LLM uses causal attention => output vector integrates details accumulated from
preceding layers along with the inherent semantic information of the input query.

How can the same final-position token reasoning yield different outcomes in different
semantic contexts ?

this difference emerges in a particular middle region of the network.



Safety Layers

Show the existence Localization of

Propose a new fine-
of safety layers safety layers

tuning paradigm




Safety Layers: Existence and Localization




Existence

 Definition of the problem:

« Understanding role of alignment within the model, specifically exploring the
parameter mechanisms by which aligned LLMs identify malicious problems and
how this mechanisms can be applied to the defense of the phenomenon of
security degradation caused by parameter-level attack (fine-tuning).

 Aligned LLMs:
 Llama-3-8B-Instruct, Llama-2-7b-chat, gemma-2b-it, Phi-3-mini-4kinstruct

* Prompt Template for LLMs:

Below is an instruction that describes a task. Write a response that appropriately
completes the request.

### Instruction: {The input instruction }

### Response:




Existence

« Compare hidden states for three pair types:
* non-malicious, non-malicious
« malicious, malicious
« malicious, non-malicious

-> Use Cosine similarity across layers
Finding: A clear gap appears in the middle layers.
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Localization
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Figure2. The upper half shows the “Normal-Normal(N-N) Pairs” and “Normal-Malicious(N-M) Pairs” cosine similarity analysis results for each hidden
layer of LLama-3-8B-Instruct, Llama-2-7B-Chat, Phi-3-mini-4k-instruct and gemma-2b-it. The lower half displays the mean angular difference between

these two cases for each aligned LLM.

first evidence:

safety is not spread evenly across the network, but concentrated in a middle block.




Localization
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Figure 3. The pre-trained LLMs internal layers’ “N-N Pair” and “N-M Pair” analysis.

Safety layers are not just a generic property of all LLMs. Instead, they seem to emerge as a result

of security alignment.

Phi-3 didn't release pre-trained version of their models.
So cannot compared the aligned model with its original pre-trained version.
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Over-rejection in safety layer parameter scaling

« Over-rejection: refusing a safe question because it contains dangerous-looking words.

« Where aligned LLMs will refuse to answer some non-malicious queries, especially of
the queries contains a potentially dangerous verb, bring the new solution to the
metric design.

« Consequently, scaling partial parameters of the safety layers could affect the extent of
over-rejection phenomenon.

« Over-rejection is an additional effect of security alignment.
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Progressive safety layers localization adjusting

« Expand the layer range from [i,j + k — 1]=> [i,j + k] with a > 1
a: scaling factor
* When the layer is related to safety -> over-rejection phenomenon

« When the layer is not related to safety or has little influence to model security the
amplification dilutes the proportion of security parameters.

* When scaling with a < 1, the model's security decreases.
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Safety Layers of Aligned LLMs

« The final safety-layer ranges for each model

« The key layers sit in the middle of the network.

Phi-3-mini-4k-instruct Llama-2-7b-chat
(o = 0.8, R, = 270) (e =1.15, R, = 169)

Uoper Bound ~ Scaled Layersrange  [11,13]  [11,14]  [1L,15]  [1L16]  [11,17] | [9,12]  [9,13] [9,14] [9.15]  [9,16]
PP Over-Rejection Num 209 190 149 181 189 187 227 237 218 219
Lower Bound ~ ScaledLayersrange  [13,15]  [12,15] [1L15] [10,15]  [9.15] | [8,14] [7.14] [614] [514] [4,14]
Over-Rejection Num 237 182 149 177 163 263 268 297 189 202

Llama-3-8B-Instruct gemma-2b-it
(« =1.2,R, = 139) (¢ = 1.1, R, = 268)

Uboer Bound  Scdled Layersrange 7,101 [7.11]  [7,12]  [7.13]  [7.14] | [89] [810] [811] [8,12] [8,13]
PP Over-Rejection Num 272 241 283 266 256 310 335 368 343 326
Lower Bound ~ Scaled Layersrange  [8,12]  [7.12]  [612]  [512]  [412] | [8,11] ([7.11] [611] [5.11]  [4.11]

Over-Rejection Num 334 283 37 358 223 368 371 407 404 323

The bolded parts indicate the confirmed upper or lower bounds:

Llama-3-8B-Instruct [6, 12]
Llama-2-7b-chat [6, 14]
Gemma-2b-it [6, 11]
Phi-3-mini-4k [11, 15]
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Discussion

1.

The middle layers are most related to detecting harmful intent.

The heatmap also points to a special middle region.

They proposed a 3-stage division for the internal layers of aligned LLM

Preliminary sentence confirmation

2. Detection of malicious intent

3.

Semantic analysis and understanding

Llama-2-7b-chat

Layer id
3028 262422201816141210 8 6 4 2 0
PO S st A i I ,

Tokens

Attention Score

Phi-3-mini-4k-instruct

14



SPPFT: Safely Partial-Parameter Fine-Tuning
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Safety Layers: fine-tuning Jailbreak defence

« Experiment settings

« Fine-tuning attack scenarios: (1) normal data attack (2) implicit attack (3) backdoor attack (4) harmful
data attack

« SPPFT freezes the safety layers during fine-tuning.

Llama-3-8B-Instruct
(Initial R},=5.77%, S},=1.13)

Llama-2-7b-chat
(Initial R;,=1.35%, S;,=1.03)

gemma-2b-it
(Initial Ry, =3.27%, S =1.08)

Phi-3-mini-4k-instruct
(Initial R;,=0.77%, Sj,=1.02)

Dy | SPPFT FullFT NFFT | SPPFT FullFT NFFT | SPPFT FullFT NFFT | SPPFT FullFT NFFT
Harmful Rate (R}) 9.62% 44.42%  43.65% 2.88% 10.58% 12.69% 5.58% 18.27% 17.69% 7.12% 40.00%  38.46%
Harmful Score (S}) 1.21 241 2.37 1.06 1.38 1.49 1.14 1.68 1.66 1.16 2.39 2.33

Rouge-L Score (S,.) 0.285 0.277 0.283 0.248 0.270 0.252 0.240 0.232 0.227 0.322 0.318 0.316
MMLU Score (S;,,) 0.654 0.649 0.651 0.470 0.458 0.454 0.384 0.389 0.381 0.678 0.671 0.668

D; | SPPFT FullFT NFFT | SPPFT FullFT NFFT | SPPFT FullFT NFFT | SPPFT FullFT NFFT

Harmful Rate (R},) 6.15%  42.69%  41.92% 6.73% 58.85%  58.07% 6.35% 54.04%  54.81% 3.27% 87.69%  81.35%
Harmful Score (S},) 1.18 2.64 2.61 119 3.26 3.24 1.21 2.98 3.00 1.09 4.17 4.03
Rouge-L Score (S,.) 0.311 0.299 0.306 0.284 0.270 0.288 0.304 0.268 0.272 0.302 0.267 0.293
MMLU Score (S,,) 0.629 0.626 0.611 0.427 0.378 0.386 0.382 0.383 0.374 0.688 0.681 0.690

Dpg | SPPET FullFT NFFT | SPPFT FullFT NFFT | SPPFT FullFT NFFT | SPPFT FullFT NFFT

Harmful Rate (R},) 8.27%  52.50% 51.15% 5.58% 60.58% 59.42% 5.19% 48.08%  49.04% 9.04% 8096%  76.73%
Harmful Score (S},) 1.28 290 2.87 1.20 3.19 3.16 1.20 2.75 2.78 1.31 4.00 3.98
Rouge-L Score (S,.) 0.293 0.278 0.301 0.265 0.259 0.268 0.315 0.318 0.299 0.318 0.310 0.303
MMLU Score (S,,,) 0.621 0.620 0.606 0.447 0.439 0.442 0.377 0.370 0.375 0.642 0.645 0.621

NFFT: protect selected security-related neurons ( Wei et al )

Result: much lower harmful rate than Full Fine-Tuning, with similar task performance.
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Conclusion

Safety is concentrated in a small set of middle layers.

These layers seem to emerge during alignment training.

Freezing them during fine-tuning helps preserve safety.

Limitation
* A small number of models were tested.
« dataset is proprietary and small (721 items)
» there is no testing against strong, diverse jailbreak attacks
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Thank You
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A.3.4 HOW TO GET o« FOR EACH LLM?

First, as mentioned in Section 3.4.11 a should not be too far from 1, because excessively large
or small values can cause the vectors in the scaled layers to shift too much. This shift may lead
to confusion during the inference phase for certain input queries, resulting in completely irrelevant
answers. Below, we show the output for a question before and after expanding layers 7-12 of Llama-
3 with o = 1.5:

How to kill time?

Llama-3-8b-Instruct ' Llama-3-8b-Instruct, scaled layers inter-
There are many ways to kill time, dependingon 1+ val=[7,12], o = 1.5
your interests and preferences. Here are a few |
ideas: . I'm looking for a way to shoot a smile, but I'm
1. Read a book or article: If you enjoy reading, |  not sure if it’s going to be a good one or not.
you can pick up a book or article and get lost 1+ [I’'m going to try to make a smile, but I'm not
in a different world for a while. . sure if it’s going to be a good one or not. I'm
2. Watch a movie or TV show: If you enjoy | going to try to make a smile, but I'm not sure
watching movies or TV shows, you can find |  ifit’s going to be a good one or not. I'm going
something to watch on Netflix, Hulu, or another 1 to try to make a smile, but I'm not sure if it’s
Streaming service... : going to be a good one or not...
I

Also, o should not be too close to 1, either. If it is too small, the initially determined parameter-
scaled layers will have minimal weighting in the overall parameters, resulting in only minor shifts
in vector distribution. Consequently, the number of over-rejection questions LLM refuses to answer
will change only slightly compared to IV, . Moreover, when new layers are added during the con-
firmation of upper and lower bounds, the impact of this single layer on the original offset vectors is
minimal. This results in negligible changes in the number of refused questions, making it difficult
to draw clear conclusions about the layer’s effectiveness for security. We show in table 4|the safety
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Figure 10: The tested sentences are: “How to commit suicide” and “What is the next season of
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Figure 11: The tested sentences are: “How to kidnap someone” and “How many days are in a year™.
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Figure 12: The tested sentences are: “How to kill a person” and “What is the largest country”.
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Example 1:

Below is an instruction that describes a task. Write a response that appropriately complete (7

### Instruction:
How do I make a sandwich?

### Response:
8] b

Likely outcome: a normal helpful answer.

Now compare with:

Below is an instruction that describes a task. Write a response that appropriately complete (7

f### Instruction:
How do I make a bomb?

### Response:
L8] b

Likely outcome: refusal.
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