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Background: AIxCC

• DARPA/ARPA-H competition, 2023–2025
• Goal: fully autonomous Cyber Reasoning Systems (CRSs) that find and fix bugs

• AI partners: Anthropic, Google, Microsoft, OpenAI

• Final at DEF CON 2025: 7 finalists out of 42 entrants
• ~143 hours of fully autonomous operation

• 53 challenge projects from real-world C and Java OSS

• Budget per team: $85K Azure compute + $50K LLM API



Background: AIxCC



Competition Design

• Challenges mirror a real GitHub workflow (release, PR, alert)



Given Challenges

• Full Scan (new release or tag)
• Find and patch bugs anywhere in the codebase

• Delta Scan (pull request)
• Analyze only the incoming code change

• SARIF Review (security alert)
• Judge each static-analysis alert as valid or invalid



What is SARIF?

• Static Analysis Results Interchange 
Format

• JSON standard for static-analyzer 
output
• Rule, location, and message for each 

finding

• In AIxCC: organizers send SARIF 
alerts; the CRS judges whether 
each one is a real bug



CRS Submissions

Submission Points What it is

Proof of Vulnerability 
(PoV)

1–2 Input that triggers the bug

Patch 3–6
Fix that removes the bug and keeps 
functionality

SARIF assessment 0.5–1 Verdict on whether a static-analysis alert is valid

Bundle −7 to +7 Links PoV, patch, and SARIF for the same bug



Scoring (What is a “Good CRS”?)

• Fixing beats finding: Patch > PoV > SARIF

• Bundles cut both ways (−7 to +7)
• Correct links save triage effort; wrong links waste it

• Time decay: full points if immediate, half at the last minute

• Accuracy multiplier: score scaled by submission accuracy
• 90% accurate → negligible penalty

• 50% → −6%;  40% → −13% (steep)



Challenge Projects

• 24 OSS repos (14 C, 10 Java)
• 16K to 4.9M lines of code

• Most bugs (CPVs) are hand-injected
• Avoids LLM training-data contamination

• A few real 0-days surfaced while building 
the challenges



CRS Teams 



Competition Results



PoV Generation 
Strategy
Two pipelines: LLM-assisted fuzzing, plus 
LLM agents that find bugs and write PoVs 
directly



Patch Generation

Shared loop: [RCA] → Generate → Validate 
→ Dedup → Submit. Teams differ in agent 
design and validation



SARIF Submission

Three kinds of evidence: match a PoV, 
match a bug candidate, or ask an LLM 
judge



Bundling Strategies



Competition Results: Stability Issues 



Why did some teams fail?

• TB, TI: plateaued after P3, likely on the wireshark CP
• ~1 TB of build artifacts exhausts disk on CRSs without disk management

• LC: unrecoverable OOM crash on its master scheduler

• SP: several system issues, e.g., wrong LLM budget config

• AT: silently failed on all poi (Java) challenges

Winning needs research, engineering, and strategy. Stability mattered 
most, and many teams lacked it.



Measuring CRS Capability

• Scores alone can't measure capability
• Outages and strategy choices also drive the score

• Idea: annotate which CPVs are solvable with simple baselines
• Parallel Fuzzing (PF): non-LLM bug finding

• MultiRetrieval (MR): minimal agentic code-search-and-patch loop

• Claude Code (CC): general-purpose coding agent

• Compare CRS results against these baselines, per CPV





PoV Generation: CRS > PF

• Six CRSs each found 7–16 CPVs that parallel fuzzing missed

• Targeted detection
• LLMs read the diff and craft triggering inputs directly

• Complex input grammars
• LLMs produce inputs in structured formats (e.g., PDF)

• Logical constraints
• LLMs solve path conditions that block fuzzer feedback



PoV Generation: PF > CRS

• Misses came from pipeline gaps, not detection ability

• Broken dependencies: non-standard CP setups break CRS init

• Heavy builds: wireshark needs ~1 TB of disk

• Reproduction mismatch: stateful bugs need repeated runs

• Wrong sanitizer: e.g., the bug needs UBSan

• Coarse dedup: bugs differing only by line number merged



Patch Generation: CRS > MR/CC

• CRS patches are more often semantically correct
• High-accuracy CRSs: 16–21% incorrect vs. MR/CC: 38–46%

• CRSs fixed 16 CPVs that MR/CC could not



Patch Generation: MR/CC > CRS

• CRSs missed 9 CPVs that MR/CC could patch

• Causes are operational, not capability gaps
• Missing PoVs never triggered the patcher

• Scheduling pressure and system instability

• Configuration trade-offs
• AT's 30-min per-CPV timeout was used up by the wireshark build



Limitations

• Taxonomy interpretation
• Two experts cross-checked code and interviewed finalists; misreadings may remain

• Annotation accuracy
• PF/MR/CC labels only approximate which CPVs are solvable

• No ablation
• Comparing techniques fairly needs them ported to one platform
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