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Summary

• One-time allocator 
(BUDAlloc)

• User-level allocator

• Kernel 



One-Time Allocator (OTA)

• “Never reusing allocated virtual addresses”







Problem

• Incurs high memory overhead (Fragmentation)
• Solution:

• Virtual Aliasing







Problem: Semantic Gap

• Still incurs performance overhead due to system calls.



Existing Approaches





Freeing an Object

• 1. Freeing an object => Essential for detecting UAF 
• 2. Requires unmap (overhead)
• 3. BUDAlloc defines:

• BUDAlloc-prevention (postpones freeing an object until next page fault)
• BUDAlloc-detection (immediately frees an object)



BUDAlloc





Performance of BUDAlloc







Scalability Issue?

• swaptions frequently allocates and free large 
objects
• Significant stress on alias to canonical mapping
• FFmalloc mitigates these overheads by losing 

bug-detect precision
• Adding similar configuration, 

• Improved performance by 38%, surpassing FFmalloc by 
13%

• May lead to significant memory overhead (did not use)



Limitation

• TLB Cache Miss 
• Allocates new alias page for each allocation 
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