
fn  f<T>
T O S E M   ·  2 0 2 5

RuMono
RuMono: Fuzz Driver Synthesis for Rust 

Generic APIs

Seminar Presentation

Yehong Zhang, Jun Wu, and Hui Xu—  School of Computer Science, Fudan University



How do we test vulnerabilities in 

libraries?

How do we test for generic functions?

Generic functions Auto-built tests Hidden bugs found
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Generic Functions

fn process<T>(x:T)

process(x:i32) process(x:String) process(x:bool) process(x:…)

bug lives here

The compiler makes a separate copy for each type. (Monomorphization)
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T H E  K E Y  I D E A

Generate the possible copies — then test only the 
different ones

fn  f<T>

monomorphize

∞

monomorphic copies

① keep valid ② similarity-based pruning

tested

Valid = the type is actually allowed                      Different = different behavior (runs different code)
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Fuzz drivers
A library can't run by itself — it needs a tiny program (harness) to call it.

random
bytes

FUZZ
DRIVER

library
API calls

Writing these by hand doesn't scale → tools synthesize them.  That is the task.
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Generics, traits, and trait bounds
Type parameter  T

One function that works for many types.

Trait

An interface: a set of abilities a type can promise.

Trait bound   T: PartialOrd

A requirement: T must be orderable (comparable).
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Monomorphization
Generic functions result in multiple copies of the same function for a concrete type

fn  f<T>

compiler

f<i32>

f<String>

f<…>

A bug can hide in just ONE copy

However T can be anything so we can have infinite monomorphized functions to test:   Vec<T> → Vec<Vec<T>> → …
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How do existing works test libraries?
API dependency graph

make_File()

produces

File

needed by

parse(File)

Generate a graph by tracking input types and output types to track a sequence of APIs to automate generation 
of fuzzing harnesses
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T H E  G A P

What happens with generic types?

Which type fits?

A type must satisfy the bounds AND be 

buildable by some other function.

Too many copies

One generic function can spawn endless 

variants — you can't fuzz them all.

Prior tools either ignored generics, or handled them partially.
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P R I O R  W O R K

How existing works handled generics

RULF No generics at all.

RPG
Only provide generic support based on a parameter provider instantiated 
from the tested library

RVFuzz Only utilize existing concrete types from library 

RuMono Tracks valid monomorphized functions and prunes similar ones to test

9



RuMono's plan: two stages
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Generic API Dependency Graph
Updated API Dependency Graph to include generics

Fig. 2 — match edges (dotted) bridge concrete types to the abstract slot.
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Matching Concrete Types with Generics

GRAPH  ·  who could fil l  T?

(permissive — includes everything)

Ty1

Ty2

T

BOUNDS  ·  who's actually allowed?

(a separate check, per function)

f3  needs  T: A Ty1, Ty2

f5  needs  T: A+B Ty2 only

only Ty2 implements B
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Stage 1 — Identify reachable APIs

Types we can input Target API Types produced

return types feed back in

An API is said to be reachable if each of its arguments are primitive or can be produced by another 
reachable API
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Stage 2 — Similarity-based Pruning

Monomorphic API Explosion: Number of valid monomorphic APIS can be large or even infinite

Fig. 5 — A and B share Foo's default impl and one blanket Bar impl → identical behavior, so test just one.
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C a s e  S t u d y

One function, two different bugs

RuMono tests both copies and finds both bugs — generics-blind tools find at most one.
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R E S U L T S  · R Q 1  —  V A L I D I T Y  &  C O V E R A G E
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R E S U L T S  · R Q 2  —  B U G S  F O U N D

23 real bugs across 10 libraries — 18 live in generic code.   Mostly arithmetic overflow, out-of-memory, and index-
out-of-bounds. 17



R E S U L T S  · R Q 3  E F F I C I E N C Y
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R E S U L T S  · R Q 4  v s  B A S E L I N E S
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Key takeaways

1 A generic function is secretly many — bugs hide in specific copies.

2 Separate what CAN fill a slot (graph) from what's ALLOWED (bounds).

3 Build copies from producible types — not just ones lying around.

4 Prune by behavior, not by type.

Same function, two types, two bugs — that's the whole paper.
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