


Safe Programming Language

• C/C++ (unsafe)

• Rust is seeing widespread adoption



(Mostly) Safe Programming Language

• Safety Guarantees are not free
• Rust enforces complex semantics onto the Programmer!

• unsafe Rust
• Tradeoff between safety and flexibility
• Raw Pointer Access
• Invoke unsafe foreign functions (e.g., C/C++)



Unsafe Rust

• The use of unsafe Rust is nearly the sole source of memory
errors in Rust programs

• Solutions?
• Static Analysis to detect unsafe Rust memory Errors

• Limited Detection Capability!

• Runtime Isolation of safe Rust from unsafe Rust in programs
• Contains the impact rather than detect



Revamping Existing Techniques

• Fuzzing and Sanitization

• Address Sanitizer (Asan)
• LLVM-based (easily integrated into Rust)



Address Sanitizer

• Highly compatible and versatile memory error detector

• Intended for C/C++

• Maintains a shadow memory that represents the validity of 
the process virtual address space

• However
• Rust is already largely safe (unnecessary checks from Asan)



Propagation of Unsafe in Rust



Dataflow Analysis



RustSan



Evaluation
• FS: False Safe, U: Unsafe (Most  Vulnerabilities are FS!)



Performance (vs ASan)



Conclusion

• Detection Capability is equal 

• Lower Overhead (reduces unnecessary checks)
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