


Breaking Down the Title

• Universal and Transferable Adversarial Attacks on Aligned 
Language Models

• Universal and Transferable

• Adversarial Attacks

• Aligned Language Models



Aligned Language Models

• Aligned LLM: Models that are made not to generate harmful 
content

• Not adversarially aligned -> Attack Possible?



Summary

• Appends an adversarial suffix

• To choose this adversarial suffix:
• Initial affirmative responses

• Combined greedy and gradient-based discrete optimization

• Robust multi-prompt and multi-modal attacks



The Objective



Target Objective: Affirmative Response

• Require model to start with Affirmative Response



Greedy Coordinate Gradient



Universal Multi-prompt and Multi-model attacks



Experiment

• Harmful Strings
• Adversary’s objective: discover specific input that can prompt the model 

to generate exact strings
• String length: 3~44 tokens 

• Harmful Behavior
• The adversary’s goal is to find a single attack string that will cause the 

model to generate any response that attempts to comply with the 
instruction
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