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Software Reverse Engineering (SRE)

• Understanding Software → Securing Software

Complex + Primarily a “human-driven 
process”



LLMs for Reverse Engineering?



LLMs for Reverse Engineering?

• Function Summarization (Description / Comment)

• Function Identification (Identifying well known algorithms)

• Function and Variable Renaming (FUNC_5888 -> connect)

• Vulnerability Identification

• …



What we do not consider

• Interaction between SRE practitioners and LLMs

• Existing Studies Focus on LLM improvements to SRE in “isolation”

• Existing Studies Fail to consider human-LLM dynamics involving 
iterative sub-tasks



So..

• This paper is the “first work studying the dynamics between 
humans and LLMs during SRE”
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What Kind of LLM Assistance?

• Conduct Formative Research (RQ1):

• “How do SRE practitioners integrate LLMs into SRE process, 
and what are their perceptions?”

• 153 Participants
• LLM Use? How practitioners use LLMs

• LLM Features? Kind of features do practitioners use

• LLM Perceptions? What do practitioners think of LLMs



LLM Use



LLM Features



LLM Perception
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Measuring Performance on SRE

• CTF Challenge (2 Questions)

• 48 Participants (subset of 153 in previous study)
• 24 self reported novices

• 24 self reported experts
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• CTF Challenge (2 Questions)

• 48 Participants (subset of 153 in previous study)
• 24 self reported novices

• 24 self reported experts



How is LLM Assistance applied?



How do you Measure?



Overview

• Human Study 
• Measuring the performance of SRE practitioners with/without LLM 

assistanceWhat kind of LLM 
Assistance?

Six LLM Features 
identified.

How do you “measure” 
performance in SRE?

Manual assessment of 
participant’s writeup



LLMs Impact on SRE (RQ2)

“How does the inclusion of LLMs in the SRE process impact the performance of practitioners?”



Human – LLM Interaction (RQ3)

“How do practitioners interact with LLMs, and what factors influence their interactions?”



We will not refer to all findings

• Total 18 Findings 

• We will focus on 5 Key Takeaways and relate back to the 
findings if needed.



1) LLMs Primarily shape the first moments 
of understanding, not deeper refinement



LLM shape first impression

• Early Impression determine the pace and quality of 
subsequent analysis (especially for novices)



LLM shape first impression



LLM shape first impression but …

• Advantages do not extend to deeper or iterative 
understanding

• LLMs accelerate early semantic grounding but do not
meaningfully assist with deeper analytical processes



2) The current interaction model of LLMs in 
SRE does not support expert knowledge 
refinement



Current LLMs do not adequately 
support experts
• Despite increasing adoption LLM-assisted SRE does not 
effectively support experts

• Without meaningful knowledge refinement, LLMs are likely to 
remain assistants for novices



3) Even rare hallucinations can severely 
derail SRE workflows



Rare hallucinations are still problematic

• Hallucination occurs rarely → their impact is disproportionally
harmful

• False vulnerability reports often disrupted participants
• Pursue nonexistent flaws for extended periods



4) Semantic recovery often depends on the 
act of naming not merely the presence of 
names



Semantic recovery often depends on the act 
of naming not merely the presence of names

Relates a lot to what we do (something to think about)
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• LLMs substantially increase the total number of recovered 
artifacts
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Process itself is important!

• LLMs substantially increase the total number of recovered 
artifacts

• Artifact creation is itself an understanding process

• LLMs are effective at generating “known algorithms”. 
• Relying on LLMs in complex contexts may hinder understanding



5) Only certain forms of cognition can 
be effectively offloaded to LLMs



LLM effectiveness is limited to specific 
tasks



LLM effectiveness is limited to specific 
tasks

Top performers used LLMs less on larger 
functions than the bottom performers



Other interesting findings



Other interesting findings



Other interesting findings



Takeaways

• This paper relates to lot of research we do in the lab.
• You can use this paper as reference to support claims in the introduction  

• If you are interested in human study this paper is good to check out
• (e.g., how statistical significance was computed, how control/treatment groups 

were managed)

• A paper is not a gospel
• Findings in this paper may not represent the entire SRE landscape (this is 

discussed in the paper as well)



The End.



Assumptions

• Self-reported SRE expertise is trustworthy

• Both challenges are of equal difficulty



Self Reported Expertise



Self Reported Expertise

Statistically Speaking Self Reported Experts did show longer experience and 
better performance



Equal Difficulty



Equal Difficulty

Statistical evidence + post-study survey 
Supports that both challenges were of similar difficulty
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