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Software Reverse Engineering (SRE)

« Understanding Software - Securing Software



Software Reverse Engineering (SRE)

Complex + Primarily a “"human-driven

process”




LLMs for Reverse Engineering?



LLMs for Reverse Engineering?

« Function Summarization (Description / Comment)
 Function Identification (Identifying well known algorithms)
 Function and Variable Renaming (FUNC_5888 -> connect)

 Vulnerability Identification



What we do not consider

* Interaction between SRE practitioners and LLMs
« Existing Studies Focus on LLM improvements to SRE in “isolation”

» Existing Studies Fail to consider human-LLM dynamics involving
iterative sub-tasks



So..

 This paper is the “first work studying the dynamics between
humans and LLMs during SRE"




Overview

* Human Study

« Measuring the performance of SRE practitioners with/without LLM
assistance



Overview

ance of SRE ¢

What kind of LLM

How do you “measure”

Assistance? performance in SRE?




What Kind of LLM Assistance?

 Conduct Formative Research (RQ1):

« "How do SRE practitioners integrate LLMs into SRE process,
and what are their perceptions?”

153 Participants
* LLM Use? How practitioners use LLMs
* LLM Features? Kind of features do practitioners use
* LLM Perceptions? What do practitioners think of LLMs



LLM Use

Q&A on Software Reverse Engineering (SRE) Practitioner's Use of LLMs

Questions Answers

O{:‘te.n/,dfwmfai 32.0%

How Often do you use LLMs
Sometimes: 34.0%,

duﬁnﬁr SRE?

Are LLMs Beneficial in SRE? Dccasiﬂﬁﬂ”{f: 6%.8%

Unl«ejp{:uh +.0%

[ HIQHI?«: 25.2%,
(‘

\_
>

Decompﬂed Code (59%)
what input to you PTC’V:E‘!E your LLM? Machine Code (28%)
Intermediate Language (13%,)

ChatGPT (85.6%
[ What LLM do you use? ] Claude (1‘1.<6°?,) )

.

|
)
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LLM Features

What LLM Features did Practitioners Report? (Total 6) (% indicates participants reported using said feature)

‘ )

Function Summarization | Lil: dentificat:
1 Vulnerabi 1'|Jlf ILdentitication 1£.1%.
(Comments / Descriptions) 63.%% 5 A
N\ _J
(. L *
2 Function IdentiFication 22.8% Library Function Documentation )
(Id&nti{:cﬁng well-known gIggr;tL_ms) é Generates context rich documentation| 2.1%
of a |IEro.rcf

\_ J

Function and Variable Renaming
3-4 | Renames function into MEmning{:ul 23.3% / 28.1%

nomenclature
———————




LLM Perception

Perception on LLMs (Free He.aponce.)

(,'Prcas. \

-Excels at Exp{ain?ng behavior of a‘.e.ccmpﬂed Code

-Improves code readab?htt{ (variable re,naming)

-Useful for underatanding known a!gcﬁthma

- Accelerates workflow (generates scripts for SRE framework)

-
GDHE \

- Often produca incorrect of m15|e.aca|7.ng responces
(reduce trust, waste time)

- Generic of Super{:‘.ctqf Exp{o.no.‘t‘-on

- Effectiveness diminishes for farge,, obfuscated, or l«x‘-:gl-.hf mathematical tasks

\— J




Overview

What kind of LLM
Assistance?

Six LLM Features
identified.

ance of SRE ¢

How do you “measure”
performance in SRE?



Measuring Performance on SRE

« CTF Challenge (2 Questions)

« 48 Participants (subset of 153 in previous study)
24 self reported novices
24 self reported experts



IDA - rpc.out.i64 (rpc.out) /home/hacker/rpc.out.i64

e Edit Jump Search View Debugger Lumipa Options Windows Help
e a S L rlEd 2-3% @aa & ¥ A Ae® ELOw Il ) No debugger v| Kl FB»
Ubrary function il Regular function i} Instruction Data Unexplored Extemal symbol [l Lumina function
M Functions 0 @ ® [T DA View-A X =) pseudocode-A X @ Hex View-1 X [0l Local Types X =l imports X [ Exports X
Function name - 1 // This function creates a TCP server socket, binds it to a specified port, listens for incomin¢*
7 _fopen 2 // connections, and forks a new process to handle each connection in an infinite loop. It exits
7 _accept 3 // error code if any step in socket creation, binding, or listening fails.
o CT F C h a (7 _exit 4 void noreturn sub 1B53()
7 _fork 54
7 rand 6 int socket_fd; [rsp+4h] [rbp-2Ch]
7‘ —soclmt 7 int client_fd; [rsp+8h] [rbp-28h
7] ;ub_1350 8§ __pid_t process_id; rsp+Ch] [rbp-24h
I 54| sub_1380 9 sockaddr server_addr; [
{7 sub_13c0 10 unsigned __int64 stack guard
7] sub_1400 11
{7 sub_1409 12 stack guard = _ readfsqword(0x28u);
° {7 sub_14B9 13 socket_fd = socket(2, 1, 0);
o 48 Pa rtl( 7] sub_1622 14| if ( socket_fd < 0 )
(7! sub_1675 15 exit(1);
{7 sub_1690 16  server_addr.sa_family =
{7 sub_1864 17 *(_WORD *)server addr.sa_data = htons(0x539u);
[ ) 24 Sel'l 7 sub_1909 18 | *(_DWORD *)&server_addr.sa_datal2] = @;
7) sub_19C7 19 | if ( bind(socket fd, &server addr, 6x10u) < 0 )
{7 sub_1A4D 20 exit(1);
{7 sub 1AD3 21 if ( listen(socket_fd, 5) <0 )
° 24 Se|'| -;;mm- 22 exit(1);
sub_1C75 23 while (1)
7 sub_1EFE 24| {
; sub_2203 25 || «3 Add breakpoint
sub_236C 26
; ::z'gggg “2 Edit comment... ! ', Identify the source of this function
v - Edit block comment... Ins g
[7] sub_2609 30 !, Suggest variable names
(7! sub_26EE - 31 Collapse item MOmEEY- | 5¢ Suggest a function name
h > € Hide casts \ 5 ; ~
Line 64 of 105, /sub_1B53 1 Db R ' Find vuInera?nlltles n this function ;
', Summarize library call man page
'~ Open free prompt...

Figure 1: A screenshot of the online platform after a participant
starts a challenge. A VNC is accessible in the browser that
provides access to an instrumented decompiler (with an LLM
plugin), browser, and text editor.



How Is LLM Assistance applied?

[ LLM Assistance } * for each participant
LLM assistance is turned on for on[l:_,r one Cha.“e.nge.
D

Clnn“e.nge 1 C‘l«a”enge 2
RPC: Custom Protocol Secrets (File manager)




How do you Measure?

4 Task (TODO) )

- two CTF cha”ange& (online)

- Fc:st-i.‘tudtf survey

- two write,u.es descr?&?nﬁr their

Assessment

\'5._&! utions j

>

-

- Each cha.“e.nge. has 7 checkpotnta

-(‘E Pcﬁn‘t for {:u“'l.f correct solution

Evaluation (0-8) _\

Y

-

e.q., Checkpoints (Challenge 1)

1,2: identify numeriacal operation
+ hard coded name

3. Iotenti{:tf Eug n RPC
I 4. mentioning "encrgptea{" or "hashed"

5,6,%: identifying three known algorithms
(Baseb4, RLE, TEA)

N\

\

J




Overview

What kind of LLM
Assistance?

Six LLM Features
identified

ance of SRE

How do you “measure”
performance in SRE?

Manual assessment of
participant’s writeup




LLMs Impact on SRE (RQZ2)

"How does the inclusion of LLMs in the SRE process impact the performance of practitioners?”

LLMs Impact on Software Reverse Engineering

Expertise Dependent LLM Improvements Augmenteo‘ Artifact Recovery Function Spe,e,o! Differences
How do e.xpe.rts/novice. differ in improvement How does artifact recovery correlate with How does solve time cl«cmge. due to LLMs?
due to LLMs? understanding?

Misunderstano{ings

How does LLM hallucination impact SRE?

-




Human — LLM Interaction (RQ3)

"How do practitioners interact with LLMs, and what factors influence their interactions?”

/r Human-LLM Interaction
LLM Expertise LLM Features Query Frequency
How does prior-experience of LLM impact What features impacted SRE in what way? How did query pattern relate to SRE
use in SRE? per{:ormance?
Query Timing
At what stage was querying most effective?

-




We will not refer to all findings

» Total 18 Findings

« We will focus on 5 Key Takeaways and relate back to the
findings if needed.



1) LLMs Primarily shape the first moments
of understanding, not deeper refinement



LLM shape first impression

e Early Impression determine the pace and quality of
subsequent analysis (especially for novices)

F‘ma{ing 18: "LLMs provia{e greater benefFit when utilized at the Eeqinn?ng of Function understand?ﬂgl not the end”

F‘moﬁng‘i: "Novices using LLMs exhibit expert levels of program understanding ra'Ee.S.-——re.gardIe.S.E. of whether experts use LLMs or not”




LLM shape first impression
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Figure 2: Understanding rates for participants with and without
LLM assistance, grouped by SRE expertise. Higher under- Figure 4: Understanding rates for participants that complete
standing rates indicate higher performance SRE. all queries on their first function visit vs on multiple visits.



LLM shape first impression but ...

« Advantages do not extend to deeper or iterative
understanding

* LLMs accelerate early semantic grounding but do not
meaningfully assist with deeper analytical processes

Finding 16: "LIMs have degrading benefits when utilized repeatedly on individual Funetions"
9 9 g P Y

Find?ng 2: "LLM usage does not impact e.xpe.rt&’ program under&tanding rate"

T—_Inding rs "Expe.rt& using LLMs E.Fuenci less time on known algnrithms. and more time on custom ones"



2) The current interaction model of LLMs in
SRE does not support expert knowledge
refinement



Current LLMs do not adequately
support experts

 Despite increasing adoption LLM-assisted SRE does not
effectively support experts

Ftnd?ng 2: "LLM usage does not impact experts' program understanding rate”

T—'Ina{}ng Fs "E:-cpe.rt*s. using LLMs Epend less time on known algnrtthma ond more time on custom ones”

« Without meaningful knowledge refinement, LLMs are likely to
remain assistants for novices



3) Even rare hallucinations can severely
derail SRE workflows



Rare hallucinations are still problematic

 Hallucination occurs rarely = their impact is disproportionally
harmful

Ftnding A "LLM uv.lnemi:ﬁht{,f hallucinations negat‘qvely impact subsequent human ana[yats"

* False vulnerability reports often disrupted participants
 Pursue nonexistent flaws for extended periods



4) Semantic recovery often depends on the
act of naming not merely the presence of
names



Semantic recovery often depends on the act
of naming not merely the presence of names

Relates a lot to what we do (something to think about)



Process itself is important!

 LLMs substantially increase the total number of recovered
artifacts

Findinga 4: ""LIM artifact recovery is not correlated with improv.e,d progrom unde.ratnnding"

Findings 5: "LLM users recover wmore artifacts, including wmore fFalse positives”
9 I 9 P



Process itself is important!

 LLMs substantially increase the total number of recovered
artifacts

Findinga 4: ""LIM artifact recovery is not correlated with improv.e,d progrom unde.ratnnding"

Findings 5: "LLM users recover more artifacts, inc[uo!ing more false positives”
« Artifact creation is itself an understanding process

Finding 3: "Manual artifact recovery is positive[y correlated with program understa.nding"



Process itself is important!

 LLMs substantially increase the total number of recovered
artifacts

Findinga 4: ""LIM artifact recovery is not correlated with improv.e,d progrom unde.ratnnding"

Findings 5: "LLM users recover more artifacts, inc[uo!ing more false positives”
« Artifact creation is itself an understanding process

Finding 3: "Manual artifact recovery is positive[y correlated with program understa.nding"

 LLMs are effective at generating “known algorithms”.
 Relying on LLMs in complex contexts may hinder understanding

Find?ng 6: "LLMs recover Function names of known algorithms with a L—ﬁgher accuracy than humans"



5) Only certain forms of cognition can
be effectively offloaded to LLMs



LLM effectiveness is limited to specific
tasks

(" Goon
- Summarizing wE|I"5cnpe.cl functions or identi?ging standard algnrithms

~

F?ncling 6: "LLMs recover function names of known algorithms with a Lﬁg!r-.e.r accuracy

tl«an lr'- umaﬁsu

Finding 18: "LLMs provide greater benefit when utilized at the beginning of
function under&‘tanding, not the end" _/
)

\—
(zan

- Summgr?zing funections that serve multiple. 'rr.::[es, lae.a.vﬂtf optimize.o[, or Incorporate.

intertwined |r::9ric remain cha.“e.nging

Finding 17: "LLMs perform worse on larger functions (greater than 40 lines of code)




LLM effectiveness is limited to specific
tasks

Top performers used LLMs less on larger
functions than the bottom performers

s Top 10 > Bottom 10
Il Bottom 10 > Top 10

]
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Function (Lines of Code)

Figure 3: The difference in query amount by the top 10 and bottom 10 LLLM users, sorted by function lines of code.



Other interesting findings

Finding 10: "Prior experience in using LLMs does not make them wmore useful for SRE"

before E‘tudt_,r
F-a.rtictpa.nts re.pc:rt...

No correlation between
[ LLM assisted SRE experience J = re.pnrte.sl experience and perFormance

Finding 11; "Exp&ﬁence.o! LLM users are more cautious about using LM

Wl Hegativdg correlates with LLM
LLM assisted SRE e.xpe.ﬁenca J = usage amount

experienced: 20 queries (avg)
inexperienced: 35 queries (avg)




Other interesting findings

Finohng 14: "LLM Func Summary and Var Rename lead to better program una{erstanding"

Most {:requanthf used tasks

[Func Summary (625)] [ Fune Rename (32‘8)J [ Var Rename (287) ]
I

Lib Func Docs (84) Func Identi{:y’ (84) LLM Chat (#5)
\_

-
Fune Vulns (34) J
-




Other interesting findings

Finding 14: "LLM Func Summary and Var Rename lead to better program under&tmnding'

LLM Features with best under&tanding rate

Func S-:Amma.n_f 4‘ Manual Function rename

Fune SHMMHI"(:_:' ———————— M anual Function re,t{fFlng

Var Rename ————  Manual function rename




Takeaways

* This paper relates to lot of research we do in the lab.
« You can use this paper as reference to support claims in the introduction

* If you are interested in human study this paper is good to check out

* (e.g., how statistical significance was computed, how control/treatment groups
were managed)

A paper is not a gospel
 Findings in this paper may not represent the entire SRE landscape (this is
discussed in the paper as well)



The End.



Assumptions

« Self-reported SRE expertise is trustworthy

» Both challenges are of equal difficulty



Self Reported Expertise

Statistically Significant Difference

(p = 0.0001, es = 0.65, large effect size)
Self Reported"r'e.arg in SRE Expert: 6 Years (avg)
Expert vs Novice Novice: 2 Years (o.vg)
Statistical Difference
(p = 0.001, es = 0.56, large effect size)
Performance in SRE
Expert: 4.79 /8 (avg)
Novice: 3.12 /8 (avsr)
Statistical Difference
Understanding Rate in SRE (p=0.001, es = 0.56, large effect size)
Expert: 0.08/min (avg)

Novice: 0.06/min (avg)

*o = p value, es = effect size

** Understanding rate = Score / solve time



Self Reported Expertise

S‘ta‘bis‘tim”tf Signiﬁcant bi'FFe.re_nce,
(p = 0.0001, es = 0.65, large effect size)

Self R‘epnr‘te_d Years in SRE
Expert vs Novice

Expe_r‘l'.: 6 Years (avg)
Movice: 2 Years (av

Statistical Difference
Unatefstanalins' Rate in SRE (F=0*001r es = 0.56, [a.rge. effect size)

Expert: 0.08/min (avg)
Novice: 0.06/min (an)

*P =p value_, es = effect size

** Unatersta.nating rate = Score / solve time



Equal Difficulty

Strongly or Moderately Agree: 8%% (43/4%)
Pma‘t-Studl}; Survey: Did both Cl«a.”e.nges seem
of same di#tcultiﬁ St‘rong(g Disagree: 1% (1/4%)

Under&tanding Score: p=0.6‘2

Participants per{:armo.nce across cha.”e.nge.s Unde,ratanding Rate: p=0.947
irrespective of expertise

No significance (p>0.05)




Equal Difficulty

Participants Per'[:ormance across cha“e_nge_a Unate.rs‘tanating Rate: P=O'4?
Irreape.c‘tiue. of e_xpe.ﬁ?&&

No signi'l:icnnce_ (p>0.05)
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