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Decompilation

* In the Paper: “Reconstruction of source code from binary
executables”



Decompilation

* In the Paper: “Reconstruction of source code from binary
executables”

« “Decompilation is the process of turning low-level machine
code into higher-level representation.”

- (The Decompilation Wiki)



Typical Decompilation Tools




Pseudocode

Pseudocode




Recent approach (LLM4Decompile*)

hexrays g Pseudocode LLM4Decompile

* Author’s prior work (EMNLP ‘24)



(a) Pseudocode

Problems with LLM4Decompile

struct _glist =

(b) LLM4Decompile

(c) Source code

int64 t *xsub_1CDC@(long long al) .. FUN_0001cdc@(struct _glist *VAR_0){..
VAR_1 = VAR_0->gl_next; void tableRemoveWhite(Table xtable) {

vd = &v2[3 * x(int *)(al + 4)]; VAR 2 = VAR 1 + VAR 0@->gl_nitems; Tablelter iter;

{ while (VAR_1 < VAR_2)|{ Entry *entry;
while (result != v4 && 'sresult) result += 3; if (VAR_1->gl_name)|{ tableIterInit(&iter, table);
if (result == v4) return result; it fIVAR_']_—:»g'l__name[l] == '\@'l) { while (tablelIterNext &iter table, &entr
- Decompile VAR 3 = VAR _1; {if (entry—>key—>obj.markers|== 0)
if ({x(uint8 t *)(v5 + 1)) { e FUN_0001cded(&VAR_3, VAR 0); tableIterRemove(&iter, table);}}

sub_1CD0@(&ve, al);

else {VAR 1++;}}

;Juoto LABEL_2; }} else {VAR_1++;}}

return (VAR 1);}

VAR_1 = VAR_3;}

Figure 1: An example with its (a) pseudocode, (b) refinement by LLM4Decompile, and (c¢) source

code.

red

marks the while loop in different forms,

blue

represents the data access.



Problems with LLM4Decompile

() Pseudocode (b) LLM4Decompile (¢) Source code
Generic placeholder struct _glist x

int64 t s*ksub_1CDCA(long FUN_@001cdc@(struct _glist *VAR_0){..
- (tone VAR_1, FUN_001cdcO VAR 1 = um(a_@_:,g'L_ﬁgxt; - void tableRemoveWhite(Table *xtable) {
vd = &v2[3 * *x(int *)( VAR 2 = VAR 1 + VAR @->gl nitems; Tablelter iter;
{ while (VAR_1 < VAR 2)|{ Entry *entry;
while (result != v4 && 'sresult) result += 3; if (VAR_1->gl_name)|{ tableIterInit(&iter, table);
if (result == v4) return result; it flVAR_l—:-g'l__name[l] == '\@'l) { while (tablelIterNext &iter table, &entr
Decompile VAR 3 = VAR _1; {if (entry—>key—>obj.markers|== 0)
if ({x(uint8 t *)(v5 + 1)) { e FUN_0001cded(&VAR_3, VAR 0); tableIterRemove(&iter, table);}}
sub_1CD0@(&ve, al); VAR_1 = VAR_3;1}
else {VAR_1++;}}| Erroneously mapped
goto LABEL_2;}} else {VAR_1++;}} Tabl dE
return (VAR_1);} aple an ntry to
_glist

Figure 1: An example with its (a) pseudocode, (b) refinement by LLM4Decompile, and (c¢) source

code. | red | marks the while loop in different forms, | blue | represents the data access.




SK?Decompile (Skeleton-Skin Decompile)

Phase 1 Phase 2

(a)Structure Recovery model (b) Intermediate Representation  (¢) Identifier Naming model
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Figure 2: Overview of SK? Decompile with two-phase decompilation process (a) Structure Recovery
and (c¢) Identifier Naming. Obfuscated source code (b) serves as the Intermediate Representation (IR)
connecting these two phases. For each model, a supervised fine-tuning (SFT) process is performed
followed by Reinforcement Learning (RL) with its respective reward.



Intermediate Representation

« Obfuscated version of the original source code



Intermediate Representation

« Obfuscated version of the original source code




Intermediate Representation

* Original source with all identifiers replaced by generic
placeholders

« WHY?
« Discards irrelevant details from pseudocode to make Structure
Recovery phase tractable

e Preserve sufficient information to reconstruct source code in
Identifier Naming phase



Intermediate Representation Example

(¢) Source code

void tableRemoveWhite(Table xtable) {

Tablelter iter;

Entry *entry,

tableIterInit(&iter, table):

while (tableIterNext(&iter, table, &entry))| {

if [%ntr?—}fey—}nb‘.marker5|:: Q)
tableIterRemove(&iter, table);}}

void funcl(typel *xvarl) { (d) Obfuscated IR
type2 varl;

type3 *xvar3;
func2(&var2, varl);
while (func3(&var2, varl, &var3))] {
if (var3->fieldl->field2.field3 == 0)
funcd(&var2, varil),;rr




A e

Psyche-C

Psyche-C is a platform for implementing static analysis of C programs. At its core, it includes a C compiler frontend
that performs both syntactic and semantic analysis. Yet, as opposed to actual C compilers, to provide accurate syntax
(through disambiguation) analysis and partial semantic analysis in zero setup or broken build environments, Psyche-C
doesn't rely on a symbol table during parsing. Despite this, it nevertheless provides full syntax and semantic analysis

for complete source code.
Bellow are the main characteristics of Psyche-C:

¢ Clean separation between the syntactic and semantic compiler phases.
e Algorithmic and heuristic syntax disambiguation.

¢ Optional type inference as a recovery mechanism from #include failures (not yet in master).

e APl inspired by that of the Roslyn .NET compiler and LLVM's Clang.




Enhancements with RL

 Reinforcement Learning (reward system)

» Structure Recovery

« For each generated IR, provide header from ground truth (using Psychec-C).
Verify compilability and grant a reward only upon success

 Reward accurate recovery of placeholder identifiers by computing the Jaccard
similarity coefficient between the generated and ground-truth sets.

* Identifier Naming
» Formulate reward as the semantic similarity between the embedded generated
code and the reference source code, measured by cosine similarity



int foo(usr u){

id tmp;
memcpy (...)

myFunc (tmp.name) }
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int funcl(typel varl){

char var2;
type2 var3;

memcpy (. ..)
func2(var3.fieldl)}

psychec
—_—

B8 3C 00 00 00 48 31 C@ 9@ EB @5
55 48 89 E5 4@ B7 12 48 FF Ce@ 83
Co ©1 48 89 D8 @F @5 B8 @1 00 00
00 48 31 F6 66 90 C3 48 83 EC 10
48 8D 3D 12 00 00 00 48 89 F8 88

45 FC 48 83 C4 08 5D 48 31 DB 48

= | 29 C3 48 F7 E3 40 80 (7 01 48 C1
C| E®@ ©2 48 C1 E8 03 48 01 D8 48 39

typedef int /*<<< orphan*/ typel;
struct TYPE 2 {

int /*<<< orphan*/ fieldl; } ;
typedef TYPE 1  type2;

int /*<<< orphan*/

func? (int /*<<< orphan*/ ) ;

Header

_ int64 sub 461F1(__int64 al)

char vl;

memcpy(...);

sub_44794(v2);}

Pseudo

[ e -

i Pseudo IR Func.HRiE
! I

i PO (7 @ Header w iRt
] — |- — || I
| SFT RL: 1+ r,if compiled Ly
| “| 0,not compiled ! !

IR

Figure 2: Overview of the SK?Decompile framework. (a) Data preparation: We obfuscate identi-
fiers to produce an Intermediate Representation (IR). Headers are inferred using psychec to serve
as ground truth for checking compilability during the RL stage of Structure Recovery (b). We also
compile the code and use IDA to generate initial pseudo code. SK?Decompile employs a two-phase
decompilation process comprising (b) Structure Recovery and (c) Identifier Naming, where obfus-
cated source code serves as the IR connecting the two phases. Each model undergoes Supervised
Fine-Tuning (SFT) followed by Reinforcement Learning (RL) with phase-specific rewards.



Re-executabllity

Table 1: Re-executability results between the studied decompilers.

- HumanEval MBPP
Re-executability rates

00 Ol 02 O3 AVG 00 Ol 02 03 AVG
IDA 56.09 47.05 35.03 25.66 4095 5375 4739 35.09 2234 39.64
GPT-5-mini 67.07 60.78 49.63 49.56 56.75 55770 49.33 44.13 39.74 47.23
LLM4Decompile 67.07 37.25 33.58 2832 41.71 6156 4242 3690 31.32 43.05
Idioms 70.73 2549 1241 10.62 2981 54.78 21.58 11.60 8.06 24.01
Ref-Decompile 85.37 5229 4453 4690 57.27 68.65 5297 46.54 4048 52.16

SK?Decompile 86.59 70.59 6131 57.52 69.00 69.76 6233 5483 51.58 59.63




Table 2: R2I results between the studied decompilers with the compilation optimization levels OO,
O3 and the averaged results on -O{0,1,2,3}.

R2I HumanEval MBPP ExeBench GitHub2025
00 03 AVG 00 03 AVG 00 03 AVG 00 03 AVG
IDA 38.16 40.74 3945 4106 3437 37.72 4838 51.39 4989 3527 4324 39.26

GPT-5-mini 4997 3703 4349 4405 31.15 37.60 31.69 2846 30.08 3293 27.13 30.03
LLM4Decompile 73.10 72.64 72.87 66.23 7235 6929 60.12 57.85 5899 4498 5396 4947
Idioms 76.60 5395 65.30 70.16 5574 6295 7337 5426 6382 7143 5184 61.63
SK’Decompile  76.62 77172 7717 69.62 78.02 7382 6875 7724 7299 69.78 7345 71.62

Table 3: GPT-judge results between the studied decompilers.

. HumanEval MBPP ExeBench GitHub2025
GPT-judge
00 03 AVG OO0 03 AVG OO0 03 AVG OO0 03 AVG
IDA 308 267 288 305 257 281 220 191 205 237 219 228

GPT-5-mini 449 4.07 423 435 388 408 253 233 237 3.04 286 2.87
LLM4Decompile 3.88 3.29 342 381 322 341 247 212 222 252 256 262
Idioms 430 270 322 407 261 313 246 171 201 251 210 2.18
SK’Decompile 451 4.05 4.24 431 395 412 248 247 242 3.05 3.02 3.06




SK2Decompile Limitations

Source code Pseudocode SK2Decompile
int funcO(int n) { long long sub 12F0(int al) { int funcO(int n) {
int count = 0; unsigned it v1; unsigned int v2; int count = 0;
for (int1=0; 1 <n; i++) unsigned nt v3; vl =0;v2 =0); for (inti=1:1<n;1++) {
1f(1%11==0]1% 13=0) { if (al > 0) { 1f(1%20==0|[1%21=0)
int q =1, while (al != ++vl) { int temp = 1;
while (q > 0) { while (-1171354717 * vl <=390451572 while (temp != 0) {
if (q % 10 =7) count += 1; | -991146299 * v1 <= 330382099) { if (temp % 10 =7) {
q=q/10;}} v3=vl;do { count++;}
return count;} v2+=v3 % 10==T7; v3 /= 10u; temp /= 10;}}}
} while (v3); return count;}
if (al == ++vl) return v2;} }}
return v2;}

Figure 8: Qualitative assessment on arithmetic precision.



SK2Decompile Limitations

Source Code Pseudocode
int func((int n) { long long sub 1169(int al) {
int f11001]; int *v1; int v3; uint32 t v4[101];
fl0] =0; f[1]=0; f]2] = 2; f[3] = 0; unsigned long long v5;
for (int1=4;1<=n; 1++) { v5 = readfsqword(40u);
fli] =f[i- 1]+ f[1- 2] + {1 - 3] +fli - 4]} || v3=0;
return f[n];} v4[0] = 0;
va[1] =2;
SK2Decompile v4[2] = 0;
int funcO(int n) { if (al > 3) {
int count[100]; vl =&v3;
count[0] = 0; count[1] = 2; count[2] = 0; do {
for (int1=3;1<n; i++) { vi[4] =*vl +vI[1]+VvI[3] + vI[2];
count[i] = count[i - 1]+ count[i - 2] + vl
count(i - 3] + count[i - 4];} { while (vl != &v4[al - 4]);}
return count[n - 1];} return (unsigned int)v4[al - 1];}

Figure 7: Qualitative assessment on pattern rarity.



Thoughts

« Decompilation does not need to generate the exact source

« Depending on the final goal, we may just want to better understand
the software

« Compiler optimization may result in decompiled code to be
quite dissimilar with source code

* Inlining
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