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Exfiltration Attack

• This paper uses a malicious CSS to exfiltrate text content 
from an encrypted email



Pretty Good Privacy (PGP)

• Not a major important factor of paper

• Instead of bypassing PGP the attack targets the rendering 
process after decryption happens in the email client



What is Wrong with Rendering?

• Untrusted Style and Protected HTML plain text are often 
rendered in the same context



Efail Attack

• Is this attack the first of its kind? ➔ No!

• Malicious HTML can be used to conduct direct content 
exfiltration attack.

• Other CSS-based attacks
• Malicious CSS can exfiltrate sensitive information using attribute 

selectors
• This paper targets text content!



Key Contribution

• CSS-based exfiltration is not new but…

• If you forget everything about this paper remember this 
paper does malicious CSS to exfiltrate text content using:

• CSS animations + Lazy Loading Fonts 
• We will talk about these two later!



Threat Model



Glyphs and Fonts

• When rendering fonts two characters can be combined into a 
glyph. 
• Glyphs can be assigned metadata like width



Remote Content Loading

• Basis of CSS based exfiltration 

• “If character is ‘0’ load 0.jpg” “If character is ‘1’ load 1.jpg”
• The attacker controlled server can detect what the content of the email is 

from what content is requested



Attacker

Basic Idea

Secret Email:

“Hello"

Glyph: “He”: Width 1
Load cat.jpg

cat.jpg loaded!
First two 

characters are 
“He”!



Problem

• Is it all fine?
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Problem

• Is it all fine?

• Total alphabet: 52 

• All possible glyphs 
• (for first two): 52*52 = 2704 

• (for first three): 52*52*52 = 140608 

• Glyphs use 16-bit unsigned integers 
• (65,535 glyphs per font!)

• Impossible to leak all text inside an email!



Multiple Fonts

• The solution is using multiple fonts
• Given that we know the first two characters are “He”

• The adversary generates a new font
• This glyph will have “He” as prefix (“Hea”, “Heb”, … )

• How do we exactly use multiple fonts?



CSS Animations + Lazy Loading Fonts 
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Actual CSS (in PoC)

Width Measurement:
Each range correspond to different characters 

Different Fonts to load

Animation that loads each font



Lazy Loading Fonts

• All major browser engines defer the loading of remote fonts 
until they are required for rendering 
→(Lazy Loading Fonts)

• Missing Glyphs won’t be required immediately 
• (we still have some time)

• Who buys the time?

• animation-delay: slows down the speed



Overall picture

• 1. Glyphs are used to load different background
• (Leaks content)

• 2. New Font generated online is loaded using CSS animation
• (Time is provided using animation-delay)

• 3. Lazy Loading Fonts allows this and takes the new font

• → Incrementally Leak email content only using CSS



Limitations?

• What if the original encrypted-HTML has CSS already?

• !important keyword is used to override

• However !important can be overridden 





Interesting Nuance of 
Remote Content Loading 

•➔ Simple answer: It can cause additional problems 



Interesting Nuance of 
Remote Content Loading 

• Why not just disable Remote Content Loading?

(Some clients prevent Remote Content Loading)

• Still bypassed using background-image property with url()



Interesting Nuance of 
Remote Content Loading 

• Why not just make a whitelist?

(Some clients keep an allowlist)

• Still can be bypassed using sender spoofing

• “Moreover, Thunderbird’s documentation only mentions 

privacy implications of loading remote content, not security risks.”





Mitigation

• “Block” Remote Content Loading

• Isolate confidential content from untrusted stylesheet

• Detect Attack (consistently loading fonts)
• Still other variations are possible

• Exfiltrate 4 Number pin (10,000<65535) (Can be done with single font)

• Detect existence of a single string (single glyph of that string)
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