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Third-party libraries in firmware

• Firmware widely reuses Third-Party Libraries (TPL) such as OpenSSL and zlib

• Reused code propagates TPL vulnerabilities across vendors

Binary Code Similarity Detection (BCSD)

• Compares a known vulnerable function against firmware code

• Extract features → encode functions → rank by similarity

Objective of this study

• Understand what affects BCSD performance in real-world firmware at scale

Why BCSD Matters for Firmware Vulnerability Detection



Limitations of prior evaluations

• Small-scale datasets cover limited devices, vendors, and TPLs 

• Prior work typically evaluates only 10–20 CVEs

• Prior evaluations validate methods rather than analyze performance factors

Research Questions

1. How do different vulnerable-function versions affect BCSD performance? 

2. How do different search spaces affect BCSD performance? 

3. How does function size affect BCSD performance? 

Introduction



Stage 1. Data collection and preprocessing

• Collect and preprocess firmware images to construct the firmware function pool

• Extract vulnerable functions and affected versions from CVEs, then compile the corresponding TPL source versions

Stage 2. Vulnerability detection and evaluation

• Evaluate BCSD approaches on BinKit, select the best-performing approach, and perform vulnerability detection

Study Design: Overview



Scale

• 59,374 images from nearly 200 vendors; 46,802 unpacked

• 4.4M binaries after deduplication

Characteristics

• Architectures dominated by ARM (45.62%) and MIPS (44.91%)

• 96.51% of binaries are stripped

Construction principles

• Metadata normalized into a unified manifest

• Checksum verification and hash-based deduplication

Study Design: Firmware Dataset



Each vulnerability consists of

• Vulnerable function name 

• Affected versions 

• Corresponding binary function used for matching 

CVE Mining and Structuring

1. Regex pre-extraction 

2. Prompted LLM extraction 

3. Patch-message confirmation 

4. Human verification 

Compilation to ARM Binaries

• Oldest affected, latest affected, and several intermediate versions 

• Older Docker images and manual dependency installation when required 

Result

• 402 CVEs (2004–2024) across 9 TPLs

Study Design: Vulnerability Dataset



Filter 1. Symbol-based function identification

• readelf parses each deduplicated binary’s symbol table for function names

• Nearly 97% of binaries are stripped, but many still retain some function names

Filter 2. TPL version triangulation

• Curated regexes parse embedded version strings such as “OpenSSL 1.1.1l”

• Binaries without a parsable version string are excluded

Filter 3. Vulnerability label generation

• Label only if the symbol name matches a CVE function and the version is in range

Result

• 111,025 high-confidence triples: binary, function name, CVE-ID

Study Design: Ground-Truth Labeling



Approach selection

• Baselines: GMN (CFG), Trex (micro-traces), Asteria (AST), HermesSim (SOG)

• HermesSim achieves the best performance on BinKit in all settings

Detection and evaluation workflow

• Disassemble binaries with IDA Pro and Ghidra, extract SOGs

• Encode every function into a fixed-length embedding

• Rank firmware candidates by cosine similarity per query

• Evaluate with MRR and Recall@K against the labeling dataset as ground truth

Study Design: Approach Selection and Workflow



Experimental setup

• V_same: versions exactly matching the firmware TPL

• V_oldest: oldest affected version

• V_newest: newest affected version

Evaluation: RQ1 (Impact of TPL Versions)



Two settings

• Agnostic: entire firmware as search space

• Aware: restricted to the corresponding TPL

⟹ Restricting the search space to the correct TPL reduces irrelevant-function noise

Evaluation: RQ2 (Impact of Search Spaces)



• Function Size = End Address – Start Address

• Small functions (< 2 KB)

• Mid-sized functions (2–4 KB)

• Large functions (> 4 KB)

Evaluation: RQ3 (Impact of Function Size)



Conclusion

Contributions

• Largest firmware and vulnerability dataset: 46,802 images, 402 CVEs, 1,069 binaries

• First large-scale analysis of BCSD for firmware vulnerability detection across four factors

Personal Thoughts

• Queries are compiled for ARM only, yet 44.91% of the corpus is MIPS: cross-architecture matching is untested

• Ground truth depends on surviving symbols, biasing labels toward the least-stripped binaries

• All four RQs run on a single engine selected on BinKit, so the factor effects may be model-specific

• RQ2 presupposes correct TPL identification, and build archetypes come from one toolchain family



Thank You
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