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Why Function Signature Recovery Matters

Function signatures underpin binary analysis

e Reconstructing program semantics from stripped binaries starts from the signature
e Downstream uses named in the paper: code summarization, vulnerability discovery, control-flow integrity, code similarity
(diaphora)

What makes it hard

e Aggressive compiler optimization removes much of the information the recovery needs

e Existing methods lose scalability and accuracy across diverse architectures and optimization levels

Two sub-problems

e |dentification of parameters and return values

e Recovery of parameter types



Limitations of Existing Approaches

Parameter / return detection

e Traditional methods use live variable analysis and def-use analysis to track register state
e Variadic identification relies on pattern matching, which compiler optimization breaks
e Focusing only on argument-passing registers fails for functions with more than six parameters

e Al-based methods need architecture-specific multitask models; minor assembly changes from different optimizations shift
predictions significantly

Parameter type recovery
e Rule-based: dynamic analysis for type propagation (REWARDS) or probabilistic inference (OSPREY)

e Degrade because constraints are solved at the assembly level, which is inefficient

e Commercial and open tools (IDA, Ghidra, Binary Ninja, angr) rely on extensive heuristic rules



Background: Factor Graph and Belief Propagation

Factor graph

e A bipartite graph G(V, F, E): variable nodes V and factor nodes F, an edge denoting a dependency
e The whole graph denotes the joint distribution of all variable nodes

e Only ratios between competing assignments matter; a factor's absolute magnitude does not

e In CDA, factor nodes are the decompilers' outputs and the correction rules

Belief propagation
e Message-passing algorithm that efficiently computes marginal distributions of variable nodes
e Variables and factors iteratively exchange messages and beliefs combine all incoming factor messages

e Used here to compute the posterior of the variables of interest — whether a function has a return value, how many parameters
it has



Motivating Example: customPrintf (x64, 02)

-
void dolutput (CutputContext * context ptr, short max, bool Ehmlld? b

customPrintf {context ptr->ptr,should max, "This is a %hd
message wWith a maximam length.", ma=x);

h . Pair__ t t i

void customPrintf (Qutputlontext *context, bool shouldODutput,
short max, const char *format, -..) {
wa list args;
wa startlargs, format);
iE)(SHOUIEOUEEEE &5 context—>maxlength < EEERSRN) |
1f (Comtexs—»EE != NULL] {
wvsnprintf (context->ptr, context—>maxlength+l,
format, argsl}};
} Operator/Operad Hint
wva_end(args] ;
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Key Observations

Observation 1. Patterns in decompiled code can correct decompiler errors

e Asignature with 14 parameters is rare in practice, and param_2—-param_8 are never used in the body — the count has been over-estimated
e A parameter bound to a register outside the calling convention (@rax) is a hint about parameter detection, not a real parameter

e A non-pointer-sized variable that is only ever compared to 0 in the whole binary has a high probability of being a bool

e  Field accesses such as context->ptr appear as base-offset patterns (al + 0x8) in decompiled output, implying a pointer type

e  Format specifiers at the call site reinforce the type determination of the matching argument

Observation 2. Each decompiler outperforms the others in specific aspects

e IDAis particularly effective at detecting variadic functions — the only tool that identifies customPrintf as variadic
e Pointer recovery is a special case: decompilers are conservative, so a variable is typed as a pointer only when they are confident

e Therefore if a single decompiler calls a variable a pointer, the probability of it being a primitive type elsewhere should be treated as negligible
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Figure 4: Workflow of CDA.



Facts Collecting
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Register(d, f, v, r)

Signature{d, f, ret, Params)

CallSiteSign(d, fi, fz, o8, rel,,, Args.) :

FormatStrid, f1, fa, cs, i, str)

Variadic(d, f, i)

BinStmt(d, vy, v, o)
AssignStmt{d, v, vs2)
BaseOffset(d, vy, v;)
SwitchStmt(d, v, C7)

DirectRet(d, f, DRets)
DecIntraWVars(d, f, DIV s)

ParamUnused{d, Ff, 7L =}

Definition(d, f, cs, arg, Defs)

Typeld, v)

ridth(d, v)
CallConRegisters(d, f, Regs)
Index(e, 5,{)

Pair(str, stry : argy, - .., str, argm)

Parameter-Return related Decompilation Facts

In decompiler d, variable v in function {f has register r
In decompiler d, function f has return ref and parameters Farames
function f; invoke function f: at call site cs where output is ret., and arguments set is Args,..

function f; invoke function f; at call site cs where the i, argument is a formatted string str

Im decompiler J, function f is identified as variadic function with variadic position i

Type related Decompilation Facts

In a binary expression, the operator between variables vy and vs is o.
An assignment statement of the form vy, = 12

The code form of base address plus offset, for example,s{w; + 14

The wvariable v appears in a switch statement, with the cases heing a set of constants

Analysis Facts
In decompiler d.the set of parameters directly returned by function §

In function f, the nnconventional variables DV s introduced by tool d
In decompiler o, the set UL s represents the unused parameters of function f

The set of statements defining the actual argument arg that appear hefore the call site cs

when function f passes arg.

Helper Funciions
Beturn type of variable v in decompiler o

Return width of variable v in decompiler d
The register =et Hegs corresponding to the calling convention of function f

The index i of element e in set S

Match the format specifier str; in the format string str with its corresponding argument arg;

Figure 5: Facts Collected from Decompiler.




Constraint Rules I: Variadic / Parameter / Return

Category  ID
E
B
&
¥

Conditton

ru;, rv; € FactorGraph(d, f) A re; # roy

Comnstraine
Signature(d, f, R,, Params) . InferParam( f)| = |Params| /. |InferRet( f)| = T,
Variadic(d,fi) — InferVar(f, 1)

o
U — Ty

Vo fedic

L

p; € Params A Register(d, f, p;.7) A v & Regs

|A1-H¥m.'| # |d*-ﬂals-_;| M F“Tma'.-ﬁ-'.-'.'{d. |.f-1 i I.-I!-J'..I Sf.‘l":l

|Params| = -, v FormatStr(d, _, f, _, idz, sir)

Register(d, f,pi,7) i InferVar( f, min({mdez(p,, Farams)))

FormatStr(d, , f,_, idz, str) —* InfarVar(f,idz + 1)

General (G)

* (7 has no condition — it always fires, and it is the only place where tool trust enters the model.
* Gy adds mutual exclusion between variable nodes, because a function has exactly one arity — and as a side effect it keeps the
graph loop-free.

Variadic (V)

* Vi — aparameter bound to a register the ABI never uses for arguments means the function is probably variadic, starting at that

position.

* V, — call sites passing different numbers of arguments, with a format string among them, means variadic at the format string's
index plus one.
* V3 — an absurd parameter count (over y_p = 10) or a format string means variadic; this one targets Ghidra, which counts
xmm(O—xmm7/ as parameters.




Constraint Rules I: Variadic / Parameter / Return

DirectBet(d, f, {p. } )5 P,
PararsUnused(d, f, {Br, Dy - -- s a1}) ParamUnused(d, f, {fam, Prmsty - - Pu-1}) — InferParams( f, m)
Py
Type(ret) & void 4 DRets o @ DirectRet(d, f, Drets) — InferParams( f, | Params| — |Drets|)
NDEF = {arg | Definttion(d, _, o5y, arg, @) }4
DEF = {arg | Definition(d, _, cs;, arg, 8]} NoDefArgs(d,{, NDEF,DEF) —— InferParam(f, |DEF))
|[NDEF| .
-~ |DEF| + |[NDEF| ~ ™
=
4 CallSiteSigald, for, f, cay, _, Args)h
E Argoe: = {argi.arg; | Yarg, org; € Args 1 DIV an DecIntroVars(d, f.., DIVs)
= TIndax{ary;, Regay, Jja i . - :
L Indexiargs Regny, k) A — k <=1} ¢ InferParams( f, maz({i | Index{arg, Regay. i), Yorg € Argsau})
|Args.,| = [Poratms|a . Py
Varg, & Args,, Defaiticnid, ,cs,arge, Def £ B)A DiffParamsArgs(d, f, Argses,, Params) — InferParams(f, | Argsc, )
—Variadie(d, f,_)
Typelret) # voidh .
Wrel. € {ref. | CallSiteSign(d, _, f, cs, ret, 31, NoCSRet(d, f) — InferRet(f, void)
= Type(ret., ] = woid
B
= Typeiret) = voddn
= [{Type(ret..) # void | CallSiteSign{d, _, f, cs, rets, 1} _ B
Hrete | CallSiteSign(d, _, f, 8, reta, |} =T TooManyCSRet{d,f) —+ InferRet( f, nonvoid)

Figure 6: Constraints for Variadic/Parameter/Return Detectlion.
Parameter (P)

* P, —if a parameter is returned directly and only the first m are used, the real arity is m and the tail is decompiler noise.

* P, — when parameters are returned directly, the return is probably void and the real arity drops by the number of directly returned parameters.

* P3; — if too many actual arguments have no defining statement, trust the count of defined arguments instead.

* P, — when a decompiler invents locals mapped onto argument registers, the real arity is the highest index among them, provided they are
consecutive in the convention.

* Ps — if every call site passes more fully-defined arguments than declared and nothing flagged it variadic, trust the call site; applied only to IDA and
Ninja because Ghidra's argument identification is too weak.

Return (R)

* Ry, — adeclared return value that no call site ever consumes is really void.

* Ry —anominally void function whose return is used at a quarter or more of its call sites probably does return something.



Constraint Rules Il: Type Recovery

ID Condition Constraint
T Type(p;) Eﬁ- Basic(py ) /BasicPointer(p; ) /StractPointer (p; )/ Void Pointer{z;)
Ty AssignStmt(d, vy, vy) i PropConstraint (v, va)

| BaseOffset(d, v;, 0) BaseOffset (d, vi, v;) — BasicPointer(v;)
i [ BaseOffset(d, ve, 1) A v; % 0 BaseOffset(d, v, v;) — StructPointer(s;) N Basic(v;)

7, | BinStmt(d, vy, vs,0) Ao € {==,#}A BinStmt(d, vy, vs, 0) i Pointer{ )

— Width{d,w) == PointerSize Avg == 1 P,

7 | |74y | BinStmt(d, vy, va,0) Ao € {==, £} Avy #0 BinStmt(d, v, vq, 0) — Basic{v)) A Basic({vq)

Ty | BinStmt(d, vy, va,0) Ao & {==,#,+} BinStmt(d, vy, v, 0) E} Basic(w;) A Basic{wg)
T arg; € Argsc,, Wi € [0, min(|Args|, |Params|] CallSiteSign(d, _, f,es, _, Args.) = PropConstraint(g;, arg;)
Ty A3k € [0, min(Args..,, Args., )], Conflict Type(ap, an)  Conflict Type(as, a) e, VoidPointer{z)
T FormatStr(d, _, f, cs, idz, str) & Pair{str, {siry @ argy, ..., 8tPm, @rga }H) LA EqmType{arg,, siry)

Figure 7: Constraints for Type Recovery.

T, — trust each decompiler's own type judgement with strength P d; this is G4 for types.

T, — forvy = wv,, copy v,'s factor graph onto v4; note that no data flow analysis happens, the graph is simply replicated.

Tza — a zero offset in a base-offset expression means a plain pointer.

T3b — a non-zero offset means a struct pointer plus a primitive offset, which is how context->ptr survivesas * (al + 0x8).

T,a — a null check at pointer width means a pointer.

T4l — comparison against a non-zero constant means both sides are primitives

T,c — bitwise or shift operators mean primitives, since you do not shift a pointer.

Ts — propagate the actual argument's graph onto the callee's formal parameter, which buys inter-procedural typing without doing data flow.
Te — if argument types for one parameter slot cannot be reconciled across call sites, the parameter is probably void *.

T» — match format specifiers one-to-one with the following arguments, so $hd pins max to short.
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Merge Rules

 Direct — merge graphs unmodified. Used for parameter identification and return detection, where no
decompiler consistently wins

 Supersede — if any tool asserts a property, keep it and discard conflicts. Applied to variadic functions (IDA) and
pointer types, because decompilers only deny a property when no heuristic can confirm it

 Downgrade — down-weight rather than remove. Used for primitive types: if most hints say bool, competing
primitives lose probability but stay in the graph

11



Implementation and Experiment Setup

Implementation

e Python, 5,500+ LOC, orchestrating parallel decompilation

e |DA Pro via idat CLI, Ghidra in headless mode, Binary Ninja
e Facts collection with Tree-sitter S-expression queries

e pgmpy for factor graph construction and belief propagation
e |DA 8.3, Ghidra 11.2.0, Binary Ninja 4.2.6455

Dataset
e OSPREY and GenNm datasets, de facto standards for binary analysis tools

e For GenNm, the top 200 most-starred GitHub projects recompiled with ghcc

e 5 architectures x 4 optimization levels - 43,944 binaries, 10M+ valid functions

Ground truth
e Traced from source code to compiled binary; trailing consecutive unused parameters in non-export functions are excluded from
the count

e Ifareturn value is never used anywhere in the binary, the ground truth is void

e Variable types come from DWARF debugging information

12



Eval

uation: Variadic Function Detection

Table 2: Resulls for Variadie Functlion Deteclion.

Arch xid x5 Adrchind Arm Mips A
opt o0 1 oz 03 oo 1 o0z 03 0o 1 0z 03 o0 01 0z 03 o0 o1 0z 03 vE-
Da  PUCCision G088 6155 6380 G088 5759 5682 5760 5833 5553 5763 5699 5741 5021 6285 5833 5651 4982 5584 5687 5783 5811
recall 46,99 1444 2985 2685 5199 20015 1153 1217 5546 4947 48384 45489 5315 4589 4138 3857 4982 3734 5843 4128 3798
ChOA precision 8397 6444 5578 5502 G618 5888 5985 5863 5506 5388 5834 5223 G618 6544 5828 5717 5182 5249 5439 74T 57238
i recall 647 LT 6222 6413 5689 5034 4945 5305 5676 51012 6203 5119 5433 4612 .20 5246 4982 4734 5066 5337 5475
Table 3: Results for Variadic Position Deteclion.
Arch b4 %86 AArched Afimn Mips
Opt 0 M 02 03 00 m 02 03 00 m 02 o3 O m 0z 03 (81} 1 02 03
DA 6440 5540 9489 9545 9773 5803 5953 5725 9127 9735 9713 9458 9615 9615 9615 9505 9610 9610 9641 9641
CDDA 6794 9986 9662 9542 9773 9773 9741 97325 9331 9831 9405 9573 9615 915 9229 9229 9610 9610 8268 96.41
Findings
e CDA achieves a significantly higher recall — an improvement of 16.77% — while keeping precision comparable to IDA
e Precision drops slightly, by 0.83%; manual analysis attributes this mainly to an overly low y, in rule V3 and high priors
assigned to certain tools
e Asingle set of priors was used across all compilation and architecture settings, so they may not be optimal in every scenario
[ J

Ghidra and Ninja are excluded here, as they cannot identify variadic functions or their positions at all
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Evaluation: Parameter Identification (Table 4)

Table 4: Results for Paramelter Identification.

Arch opt Precision Recall

IDA Ghidra Ninja CDA IDA Ghidra Ninja CDA

(Hy  af42 T1.86 7195  TIE1 053 71.19 7417 733

64 01 &a&00 67 80 64.11 TaS50 5920 6747 6432 ThAS
7538 7422 G477  TR12 TI9Y 7344 aa47  TILTA

X3 7386 7328 6591 TEE4 T242 71.97 G586  TI.22

M B866 5422 853 9203 8938 8456 8595 R8.47

<B& 1 j892 LTS Ti6h 9220 986 T3.56 T4.8 73.51
(¥ w41 T5.87 Th67 9241 9251 7751 T1.21 383

03 B6T73 7132 7385 9201 RR98 72.59 T4.82 9259

o0 5831 8233 50.23 ‘M50 8922 83.92 47.74 .88

b 1 3839 8527 45.50 #9092 8045 83.98 4601 o). 28
Afrchid (¥  J&50 2341 5438 W22 D144 &3 D387 D236
03 MLES 8734 4747 9241 9243 &6 4519 9334

(Hy 8/T.85 S48 8305 8040 8088 a8.02 3569  WLED

Arm 1 HWe2 2838 8526 D176 9183 8605 &6.4 01.34
0z B4.89 8667 7971 8944 8547 5489 7977 8936

(X3 8703 87.55 208 D194 &T.41 85.0% B0LES 014

O 8192 G1.a2 6107 #9015 8£4.59 5978 SEe9 8072

Mips 01 7978 4592 5396 &7.00 80.66 41.2 5005 &7.41
(¥x a223 59Tk G256  TERIT 6314 5989 G272  TA&T

3 adi1? 5728 61,18 P20 &0.54 57.11 6122 703
Avg. 81.55 75.08 6730 8626 £220 T4.56 a7.0% #6410

Findings

CDA achieves the highest average precision
and recall: 86.26% and 86.40%

IDA is reasonable everywhere but drops on
Mips (71.02 / 72.23); Ghidra and Ninja
degrade on Mips and AArch64

CDA is notably stronger at 02 and O3,
where baselines fluctuate most (x86 and
Mips)
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Evaluation: Return Value Detection (Table 5)

Table 5: Results for Return Value Deteclion.

Arch opt Precision Recall
IDA Ghidra Ninja CDA [IDA Ghidra Ninja CDA
(W o268 T0.50 7556 ThE1 4821 7504 428 Th.74
ol 1 &3.61 G 7415  TLIT 5959 G641 4692  TI.70
* 2 oXE0 G183 7588  ToaT H211 5935 48.71 To.43
3 &3.03 136 7583 To5% L2E9 a0 28 48.1 T0.73
(Wl 8031 3241 3744  ER844 6053 8709 44.0% RE18
xBE 1 8044 70093 3519 9255 4841 TH.TE 4238 8095
2  81.18 Fr 3585 T34 6599 7461 35.10 0BS5S
3 81.73 T2.52 8577 9294 4806 7958 41.20 06
(W ThR19 5433 G817 139 6348 58.50 7197 972
1 7353 4266 8189 8126 6615 50,50 T208 6749
AATchG 0z T1.70 46.01 6362 8016 o149 53.06 7056  &3.08
(3 7408 40,35 S836 BOSS5  a7.11 47.72 7100 @ &385
() 78.0 42 .47 4855 8042 &7.00 4645 37.62 8053
Arm 1 TFE59 4109 5730 #0a2 6712 54.59 3065 226
02  T478 53.94 6384 8234 830 6. 77 4700 #3183
3  Tadl 44.17 5342 #8382 6045 5025 3828 B498
o0 TE29 83.97 8709 8203 ed62 81.79 58.65 853
Mips 1 Tal2 8734 Ha.6e0 8a.1 6535 8686 6819 8008
0z 5372 5748 J098 7020 4544 71.10 4975  T2.87
3  51.20 G970 T006 &0.59 4434 SRS 4733 TLIS
Avg. T1.60 61.14 71.78 8115 61.53 6685 5116 813

Findings

Precision gains of 9.55 / 20.01 /
9.37 over IDA / Ghidra / Ninja, and
recall gains of 19.81 / 14.49 / 30.18

Averages: CDA 81.15 precision and
81.34 recall, against a best baseline
of 71.78 and 66.85

One exception: AArch64—00 recall
is slightly below Ninja, because
Ninja is assigned a low prior (0.55)
there while performing well

No single base decompiler wins this
task: Ninja has the highest
precision, Ghidra the highest recall
— yet CDA combines both
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Evaluation: Parameter Type Recovery (Figure 9)
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Figure 9: Type Accuracy between Different Tools.

Findings
e At OO all tools are comparable (52.93%—66.39%), with TYGR highest at 66.39% — Al methods exploit the rich semantics of
unoptimized binaries

e CDA is superior at higher levels: 70.53% at O1 and 85.82% at 02, outperforming baselines by 11.75-41.71% across 01-03

e TYGR degrades sharply at 01-03 because it works directly on assembly, where optimization introduces subtle variations, and
because its data-flow methodology cannot handle direct parameter transfers through registers or memory

e CDA operates on decompiled output, so it is less affected by low-level assembly changes and stays stable across levels

e Average across all levels: 72.22%
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Conclusion

Contributions

e First method to recover function signatures by combining the outputs of multiple decompilers, correcting their limitations rather
than replacing them

e Probabilistic constraints over factor graphs at the decompilation level, plus three merge rules (direct, supersede, downgrade)

e Evaluated on 43,944 binaries and 10M+ functions across 5 architectures and 4 optimization levels, with the lowest time and memory
cost among the compared tools

Personal Thoughts

e |dea that decompiler errors are structured, so a failure becomes usable evidence with no training, no labels, and no GPU is the new
aspect to think of.

e There is no user-defined structure recovery and eight of the twenty-one rules are never shown firing on real code would be the
limitation.

e The next step of this research could be making the rules fire in the real code, or making a model that would actually reflect this idea.
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